
 

 
 Abstract—With the advent of mobile technology and its 

novel applications, mobile based online payment method has 
become popular in the online business environment, increasing 
the market potential of the business. This has also led to do 
purchase by customers from anywhere, any time. The volume 
of mobile transactions has also demanded for a better security 
model in the system. The traditional internet based services 
gives authentication based security in text oriented format. 
Due to theft of mobile Devices or user identity, the third party 
person may access the resources. To ensure the security and 
protection from unauthorized user within distributed mobile 
system, we have proposed a new approach called mf-secure 
through single sign-on which provides user authentication by 
multi factors such as password, digital signature, RFID and 
biometrics which yields better authenticated service to the 
mobile clients. This approach is evaluated through simulation 
which shows enhanced security in distributed mobile system. 
 

Index Terms—Authentication, biometrics, digital signature, 
transaction. 

 

I. INTRODUCTION 
In business environment the mobile based online payment 

method increases their market tree to worldwide. The 
traditional internet based services gives authentication based 
security in text oriented format. Due to theft of mobile 
devices or user identity, the third party person may access 
the resources. The fundamental requirement of any online 
mobile banking applications is a security to protect user 
confidential data. Financial institutions providing online 
services and offering internet based products should be 
secure and efficient methods of authentication to protect 
data of their customers. Accessing today’s web-based 
services always requires a username and password to 
authenticate the user identity. This is a significant 
vulnerability since the password can be captured by man in 
the middle attack and later used for making illegal access to 
the user account. The user authentication method used by 
current online payment systems is not adequate and secure. 
Thus it is possible for an unscrupulous user to use credit 
card number or account details stolen from valid user. 
Financial agencies considered single-factor authentication is 
not sufficient for user authentication and insecure for high-
risk financial transactions which involve access to customer 
information or the online fund transfer to other parties using 
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web browsers or cell phones. The single factor 
authentication does not support all the security requirements, 
major drawbacks of single factor authentication are System 
relies on password authentication only, Easily deducible 
with public domain cracking software utilities, Weakness of 
the system: Password is encrypted and Needs to traverse 
insecure medium (Interception and decryption),This makes 
it vulnerable to passive attacks, Rigid and strict password 
requirements, so difficult to remember passwords and this 
leads to storing of an e-copy of the password on the 
computer at easily accessible locations. In order to support 
our claim single factor authentication is vulnerable to 
various attacks. We would like to highlight the key points of 
the published guidelines of FFIEC (Federal Financial 
Institutions Examination Council).The FFIEC Council is a 
formal interagency body empowered to prescribe uniform 
principles, standards, and report forms for the federal 
examination of financial institutions. In previous section the 
proposed framework clients’ biometric characteristics are 
kept secret from servers. This not only protects user privacy 
but also prevent a single-point failure from undermining the 
authentication levels of other services. They introduced a 
various points related to need of stronger authentication for 
Internet banking services So, we need Multifactor 
Authentication technique to ensure the security and 
protection from unauthorized user within distributed mobile 
system, In proposed system we introduce a new approach  
called mf-secure through single sign-on which provides user 
authentication by multifactor such as password, digital 
signature, RFID and biometrics which yields better 
authentication service to the mobile clients. This approach is 
evaluated through simulation which shows enhanced 
security in distributed mobile system. 

 The Multifactor Authentication is a technique for users 
to authenticate themselves using two or more authentication, 
generally this method has been implemented for large 
devices which are more capable in terms of power and 
processing capabilities, some commonly available systems 
uses combination of something the user possesses such as a 
security token (e.g., security smart card), and something the 
user knows (e.g., password). Another very popular 
multifactor authentication technique is biometrics. Our 
approach suggests that   Multifactor Authentication 
technique can be a secure authentication in a distributed 
mobile system. The following sections of this paper is 
organized as : Section 2 Background and Related work, 
section 3 propose MF-Secure Framework, section 4 
provides performance evaluations and finally the section 5 
gives conclusion. 

MF-Secure: Multifactor Security Framework for 
Distributed Mobile Systems
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II. BACKGROUND AND RELATED WORK 
Numerous endorsement protocols have been proposed to 

participate biometric authentication with password 
authentication and/or smart-card authentication. Biometric 
authentication adds a new paradigm in user authentication 
which, unlike conventional approaches, is not based on what 
an individual knows or possesses, but on some 
characteristics of the individual itself. J.K. Lee, S.R. Ryu, 
and K.Y. Yoo, Designed an authentication system which 
does not need a password table to authenticate registered 
users. Instead, smart card and fingerprint are required in the 
authentication [1]. However, due to the analysis given in [2] 
Lee et al.’s scheme is insecure under conspiring attack. Lin 
and Lai [3] showed that Lee et al.’s scheme is vulnerable to 
masquerade attack. Namely, a legitimate user (i.e., a user 
who has registered on the system) is able to make a 
successful login on behalf of other users. An improved 
authentication protocol was given by Lin and Lai to fix that 
flaw. The new protocol, however, has several other security 
vulnerabilities.  

First, Lin-Lai’s scheme only provides client 
authentication rather than mutual authentication, which 
makes it susceptible to the server spoofing attack [4].       

Second, the password changing phase in Lin-Lai’s 
scheme is not secure as the smart card cannot check the 
correctness of old passwords [5].  

Third, Lin-Lai’s scheme is insecure under impersonation 
attacks due to the analysis given by Yoon and Yoo [8], who 
also proposed a new scheme. However, the new scheme is 
broken and improved by Lee and Kwon [7]. In [6], Kim et 
al. proposed two ID-based password authentication schemes 
where users are authenticated by smart cards, passwords, 
and fingerprints. However, Scott [9] showed that a passive 
eavesdropper (without access to any smart card, password 
or fingerprint) can successfully login to the server on behalf 
of any claiming identity after passively eavesdropping only 
one legitimate login. Bhargav-Spantzel et al. proposed a 
privacy preserving multifactor authentication protocol with 
biometrics [10]. The authentication server in their protocol 
does not have the biometric information of registered clients. 
However, the biometric authentication is implemented using 
zero knowledge proofs [11], which requires the server to 
maintain a database to store all users’ commitments and 
uses costly modular exponentiations in the finite group. 
Password authentication schemes with smart cards have a 
long history in the remote user authentication environment. 
So far different types of password authentication schemes 
with smarts cards [12]-[13] have been proposed. This 
scheme [14] does not maintain the password table to check 
the validity of the login request. However, the biometric 
database could put client privacy at risk.  

However, the biometric database could put client privacy 
at risk. In order to protect client privacy, Fan and Lin [15] 
proposed a three-factor authentication scheme with privacy 
protection on biometrics. The essential approach of their 
scheme is as follows: 1) During the registration, the client 
chooses a random string and encrypts it using his/her 
biometric tem-plate; 2) the mobile environment. It is more 
frequently required in areas such as provides security in the 
distributed mobile system.  The Multifactor Authentication 
is a technique for users to authenticate themselves using two 

or more authentication, generally this method has been 
implemented for large devices which are more capable in 
terms of power and processing capabilities, some commonly 
available systems uses combination of something the user 
possesses such as a security token (e.g., security smart card), 
and something the user knows (e.g., password). Another 
very popular multifactor authentication technique is 
biometrics. Our framework does not rely on any trusted 
devices to verify the authentication factors, which also 
meets the imperfect feature of distributed mobile system 
where devices cannot be fully trusted. We have taken an 
example bank application for a mf-secure in that proving 
authentication for online money transaction in mobile that 
which process has been shown in the following sections. 
Rresult (called sketch) is stored in the smart card; and 3) 
During the authentication, the client must convince the 
server that he/she can decrypt the sketch, which needs 
correct biometrics (close to the biometric template in the 
registration. Very recently, Li and Hwang [16] .There are no 
satisfactory solutions for three factor authentication 
properties which have been studied intensively in smartcard 
based password authentication. To provide more secured 
authentication in a distributed mobile system we have 
introduce a new approach called mf-secure through single 
sign-on which provides user authentication by multi factors 
such as password, digital signature , RFID and biometrics 
which yields better authentication service to the mobile 
clients. 

TABLE I: PSEUDO CODE FOR MF-SECURE 

 
 

III. MF- SECURE APPROACH 
Password authentication is one of the simplest and the 

most convenient authentication mechanisms to deal with 
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secret data over distributed mobile environment. It is more 
frequently required in areas such as computer networks, 
wireless networks, remote login systems, operation systems, 
and database management systems. To be critical, most of 
the existing schemes are vulnerable to various attacks and 
fail to serve all the purposes an ideal password 
authentication scheme should. A reliable and accurate 
identification or verification technique can be designed 
using biometric technologies. Biometric authentication 
employs unique combinations of measurable physical 
characteristics fingerprint, facial features, iris of the eye, 
voice print, hand geometry, vein patterns, and so on that 
cannot be readily imitated or forged by others. In this 
framework we introduce a new approach called mf-secure 
through single sign-on which provides user authentication 
by multifactor such as password, digital signature, RFID 
and biometrics which yields better authentication service to 
the mobile clients. This approach has mainly provides 
security in the distributed mobile system. The Multifactor 
Authentication is a technique for users to authenticate 
themselves using two or more authentication, generally this 
method has been implemented for large devices which are 
more capable in terms of power and processing capabilities, 
some commonly available systems uses combination of 
something the user possesses such as a security token (e.g., 
security smart card), and something the user knows (e.g., 
password). Another very popular multifactor authentication 
technique is biometrics. Our framework does not rely on 
any trusted devices to verify  

The authentication factors, which also meets the 
imperfect feature of distributed mobile system where 
devices cannot be fully trusted. We have taken an example 
bank application for mf-secure in that proving 
authentication for online money transaction in mobile, 
process has been shown in the following sections. 

A. Mf-Secure Architecture 
Mf-secure architecture process has been done in single 

sign-on. The client has to enter some authentication process 
before proceeding to online money transaction. First the 
client has to register the password, iris image, user 
information, personal id. Then the information used to login 
(i.e.) username and password and they are used to scan their 
iris image and enter the RFID-No if these authentication are 
matches then the client used to access their account else 
they can’t access their account.  The process of mf-secure 
architecture has been explained in following section.  

 
Fig. 1. MF-secure architecture 

 
1) Chronic to Ac: Before we enter into the network, first 

the user must chronic (register) to the ac server. In this 
process, user scans their images and move to the 
various ridging operation. After biometric operation, 

the user registers their RF-ID no. After completion of 
operation, the user registers their particulars.  

2) Ac Authentication: After chronic process completed, 
the user sign in to the Ac server. Ac server verifies the 
general authentication process by verifying user name 
and Password. Then, Biometric authentication process 
is work on. And, RF-ID authentication can be done 
through entering the id number.     

3)  User’s Repository: The authenticated user can posit 
their data’s and files to the server. AC queries a server 
with the data which the user wants and the server 
Implements the queries and server response to the ac 
according to the query. 

4) AC‘s Query to server: AC queries a server with the 
data which the user wants and the server implements 
the queries and server response to the ac according to 
the query.  

5) Respond from server and Re – Encryption: AC masks 
decryption keys and re encrypts the results from the 
server with the masked decryption keys. 

6) Providing Access to the User: After getting the 
Encrypted data from the Ac Server, Users get their 
access to use the applications.      

 The multifactor authentication process pseudo code has 
shown in table 1.Initally the user has to register their 
personal information such as personal id, password, IMEI 
(Mobile id) and iris image. When the user wants to login, 
first user has to enter their user id & password. Then the 
system verifies it and if it success static user id and 
password then user has enter into next authentication 
process. In this user id, password alone not enough for 
authentication so we are going for next authentication 
process is RFID. In this user has to enter RFID that is the 
user has to enter the IMEI NO. It is mainly used to give sms 
alert to the user in case of fraud detection. RFID contains 
RFID tag and reader that which the user has to enter their 
information in database. The main purpose of RFID tag or 
transponder (derived from transmitter/responder) is to 
provide the information that identifies the person or object, 
and is carried or implanted. The information is usually in 
the form of an alphanumeric word. This information is 
authentication process by verifying user name and their 
Called an identifier, and that of each tag is unique. Tags 
vary in size, and their size mainly depends on the size of the 
antenna on the tag. Then RFID reader or transceiver 
(derived from transmitter/receiver). It supplies energy to the 
tag in the form of RF electromagnetic waves. It then 
receives the signal from the tag. It usually contains an 
interface that allows it to communicate with a data 
processing system. Then the system verifies it and if it get 
success then the system has precede next process for 
authentication. Next process the user has to enter the 
biometric information. Biometric authentication human 
physical and behavioral characteristics are used to verify the 
identity of the biometrics authentication which is used to 
scanning the iris image. Iris image is one of the most 
heavily used and actively studied biometric technologies. A 
person's iris is fully developed within 18 months after birth, 
and is protected by eyelashes, eyelids and the retina. Its 
shape hardly changes so that it has higher consistency 
compared to other biometric characteristics. Its higher 
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uniqueness in shape than a face or fingerprints ensures   that 
an authentication system using the iris is immensely reliable. 
Personal identification using iris is recognizing it.    Firstly, 
the system performs the function of obtaining the iris image 
suitable to iris recognition. The second part is comprised of 
two stages: extracting the iris area from the image and 
creating image from an input device is the first stage of 
personal identification using the iris. The device is 
comprised of a camera to capture the image and lighting the 
image sensors to grab correct iris patterns. In particular, the 
device is closely related to the system's overall performance. 
Unlike face recognition, close-up photographing is since an 
eye is smaller than a face. In the case of close-up 
photographing, it is difficult to set a clear focus due to low 
depth of field. To obtain a clear image, the shutter speed of 
a camera and the degree of security is concerned. Again the 
system verifies the iris image if it is matches then the user 
can successfully login their account and access their account 
securely. These are the process that is involved in the 
multifactor authentications.     

                              

IV. ADVANTAGES 
In single factor the system relies on password 

authentication only so it’s easily deducible with public 
domain cracking software utilities. Hence single factor 
authentication does not require more security. In two factor 
authentication client has a valid smart card and correct 
password in which it provides a strong security guarantees 
than password authentication, it could also fail if both 
authentication factors are compromised then attacker has 
successfully obtained the password and the data in the smart 
card. In three factors authentication previous research is 
introduced to incorporate the authentication based on 
password, smart card and biometrics but it’s confusing and 
far from satisfactory. Hence comparing with these 
authentications we introduce multifactor authentication 
approach in which the process has been done on single -sign 
on and provides more security in distributed mobile systems. 

 

V. CONCLUSION 
 Preserving security and privacy is a challenging issue in 

distributed mobile systems. This paper makes a step forward 
in solving this issue by proposing mf-secure framework 
authentication to protect services and resources from 
unauthorized use. The authentication is based on password, 
biometrics, RFID and digital signature. The analysis shows 
that the framework satisfies all security requirements on 
multifactor authentication.  In future we should analyze to 
implement this work in mobile which have the internal 
device of Irish recognizer for give efficient authentication 
(90%).   
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