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Abstract—Today vast practical expansion in mobile
technology have possibly allowed service consumer and service
providers to replace the traditional transaction process into
Mobile transaction process. Due to the various challenges in the
both traditional and distributed transaction systems, the
advanced Mobile Transaction process yields several benefits
and flexibility to both consumer and provider. However, more
critical issues have not yet fully deal with in mobile transaction
system, mainly because of security concern. This paper propose
areliable and fault tolerant Mobile Transaction paradigm using
surrogate object which provides a text based as well as
biometric authentication which has finger print and face
recognition for strong authentication and utilizes cryptographic
method for securing the Mobile transaction process. And
moreover, efficient fault tolerance mechanism which helps in
case of the mobile device gets switch off or any network
connectivity issues occurs, to provide an optimal mobile
transaction process to an authorized user with increased

reliability, that can be done by using this surrogate object model.

This new approach is evaluated through simulation and it
shows the proposed system is more reliable and secured than
the existing Mobile transaction process.

Index Terms—Authentication, Biometrics, Cryptography,
Integrity, Mobile Transaction, Reliable.

I. INTRODUCTION

The implementation of internet into mobile devices, with
the combination of these two, the ever-present connectivity
has become a reality. The opportunity that mobile phones
offer has pulled more people into the wireless world, and also
more citizen-related services are offered via mobile devices.
Year after year mobile devices, primary used for voice
communication, have been included in improving health
system, transportation, governance, public safety, enterprises
etc. It has been realized that mobile technology is crucial to
finding solutions to some of the world‘s greatest challenges.
As the number of mobiles has grown in many times, it is
difficult to measure the amount of change that mobile phones
have made in the social and economic spheres. Private sector
applied mobile technology in its work much earlier than the
public sector. The importance of an improved mobile
transaction system is beneficial to both service provider and
consumer. In general, mobile transaction system must meet
the principles and requirements for any applications such as
mobile voting, mobile banking etc., Due to the resource
limitations in mobile environment; mobile transaction
process has more challenges than the traditional transaction
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process in term of performance and security. A transaction
scheme must protect the privacy and integrity of the
consumer data. For example, Consider an application
E-election transaction scheme has typical requirements
include, Completeness: All valid votes must be counted
correctly. Soundness: Dishonest voters cannot disrupt the
voting process. Privacy: All ballots must be secret.
Unreusability: No voter can cast his ballot more than once.
Eligibility: Only those who are allowed to vote can vote.
Verifiability: Nobody can falsify the result of the voting
process. Fairness - Nothing must affect the voting.

In this paper we propose a reliable and fault tolerant
Mobile Transaction paradigm using surrogate object, which
provides the text based as well as biometric authentication
which has face recognition and finger print for strong
authentication and utilizes cryptographic method for securing
the transaction information to avoid fraud. In our mobile
transaction process, the data transferred from mobile devices
to the database server via surrogate object is secured by
cryptographic method in terms of key size. The factors such
as computing performance, confidentiality, integrity and
anonymity are useful to meet the mobile transaction
successfully. This can be done with the help of WAP mobile
phone which is camera equipped with internet connectivity
and the transaction application installed. And moreover,
efficient fault tolerance mechanism is proposed for optimal
mobile transaction process to an authorized user with
increased reliability by using surrogate object model. Our
security scheme needs low computation complexity in
portable communication devices. Hence this new approach
provides better performance and connectivity.

The rest of this paper is organized as follows; Section 2
describes background and related work, Section 3 explains
about proposed system, Section 4 shows performance
evaluation and finally Section 5 gives conclusion of this

paper.

1L

Today, mobile phones are used for much more than just for
communications. They are provided with a rich service plan,
to offers a wide spectrum of mobile functions and services,
including personal data management, entertainment
capabilities (such as digital games and music), mobile
messaging, and location-based peer-to-peer applications,
secure mobile payment and advertising services. The strong
demand of mobile applications and services raised increasing
concerns on the security for mobile accesses, user privacy,
and mobile applications. This leads an increasing demand on
emerging mobile security technologies and solutions for
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mobile accesses. Hence, security becomes very important for
mobile users and mobile accesses [4].The voting process in
today’s era is behind its time as it relates to the involvement
of technology as seen by experience [5]. In countries that are
more developed there are electronic voting (e-voting); these
encapsulate both electronic means of casting votes and
electronic means of counting votes. It can invoice
transmission of ballots, and votes via telephones, private
computer networks or the internet [6]. The study highlights
that the full effectiveness of the smart card was not been used
as the magnetic strip has the ability to store encrypted data
which would use its full potential. The conclusion of that
research found that significant flaws were found in that
system [7]. In general, a mobile voting system has some
entities which are usually used in other electronic or mobile
voting systems, like in [8][ 9]. Although many mobile
security solutions and technologies are proposed and
developed in the recent years, there is lack of a
comprehensive study and review about the existing mobile
security issues and solutions. Whenever discussing mobile
security, we must understand mobile security threats to
mobile phones and mobile accesses. Mobile phones have
certain specific features (such as mobility) which make these
devices more vulnerable to security attacks in [10]

Biometric security is a security mechanism or technology,
provided in a given application environment (or systems),
identifies the individuals and their accesses of the systems by
measuring their physical or behavioral attributes. There are
four types of biometric-based security technologies for
mobile wuser identification. They are: a) fingerprint
recognition, b) voice identification, ¢) face recognition, and d)
iris recognition. The fingerprint technology is the oldest one
among all biometric identification. It is based on the series of
three dimensional lines, called ridges, and the space between
then, called valleys. The ridges and valleys are unique to a
person and therefore help to verify the identity [11].
Voice-based biometric security technology identifies
authentic mobile users based on their voice inputs [12]. Face
recognition biometric systems are considered as the most
effective security solutions for mobile users [13]. The Iris is
the colored part in the eye, located behind the cornea,
surrounding the pupil. Iris recognition technology is built
around the uniqueness of each iris. The iris recognition based
security technology in [14] provides an option of storing iris
code for both irises, so that during verification, the user is
required to scan both eyes. Biometric and cryptography could
become complementary to each other. It is reasonable and
feasible to incorporate biometric into the cryptographic
infrastructure. A massive reputation has been attained for the
enhanced performance of cryptographic key generated from
biometrics in terms of security [15] and by abolishing the
requirement for key storage using passwords, researchers in
the recent past have endeavored towards merging biometrics
with cryptography so as to increase overall security [16][17]
[18].

III. SURROGATE OBJECT BIO-MTP SYSTEM

The proposed BIO-MTP (Mobile Transaction Paradigm)
system provides the reliable, fault tolerant and secured
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mobile transaction execution in mobile environment.
Biometrics characteristics cannot be lost or forgotten and are
extremely difficult to copy, share and distribute. It requires
the person to be present physically. The reason behind the use
of the Finger Print and Face recognition is the two persons
may have the same facial structure, but it’s impossible and
rare that two person with same facial geometry as well as
same finger print. This kind of security provides the better
authentication than any other method. It also combined with
the cryptography method Triple DES which is used to
transmit and store the data in an encrypted format. And
moreover this system contains fault tolerance mechanism,
when any disruption occurs to the mobile device or to the
network connectivity.

IV. SAMPLE APPLICATION

A. Mobile Voting System

To show the usefulness of the Surrogate Object model, the
following application has been developed. Consider the
following application scenario: Voting by mobile devices
could become a reality worldwide during next couple of
years. Most of the governments are initiating this strategies
and support mobile voting and in doing so, engaging more
citizens in democratic process. By integrating electronic
voting system with the smart phone infrastructure, the
transaction process involved in this strategies become more
powerful. We will consider only a single user requesting to
casting his vote through his smart phone. The application can
be designed using the surrogate object model in which
mobile user need to query only the surrogate object for the
above task if user disconnected from MSS. Surrogate object
[1][2][3] is a software entity that is hosted on some mobile
support station (MSS) and acts on behalf of mobile device.
This helps in handling mobility of the mobile users and helps
in effectively casting the vote and effectively handling of the
available bandwidth for the above said application. It also
acts as data cache that can collect data from database server
and delivers appropriate data to the application depending
upon the type of vote casting and current location of the user
and its connectivity constraints. Using this model, mobile
user starts communicating with the database server in a
normal voting process. If the user is disconnected from the
server due to energy and environmental constraints, user
starts communicating with the surrogate object instead of
actually communicating with database server. The
application is able to exploit existing Secure Mobile
authentication mechanisms and provide enhanced voter
authentication and mobility while maintaining voter privacy.
The following algorithm showed in fig 4, describes how this
application would be developed without the surrogate object
model.The Bio-MTP system architecture is shown in figure 1.
In this system the user can login with their credentials via
Smart Mobile device. Then the user can starts their
transaction after the authentication gets successful. Next to
this process, the confirmation message sends by Recovery
Server, by using this message user can confirm their
transaction. Once confirmed by the user the data updates into
the server database. Then the successful acknowledgement
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gives to the user.

B. Registration Process

The registration can be done using the mobile device by
the user. During the recognition stage the following steps are
performed by the authentication server. The User Name,
Father’s Name, Address, Voter id, Family Card Number,
Password etc are retrieved from the user and these
information are securely store in the vote server database.
Biometric data of the voter is captured, preprocessed and
features are extracted. The feature templates are formed and
stored securely as enrolled templates. These saved templates
are referred during the verification process. Finger print and
Face sample are taken in this scheme for the purpose of final
template storage in the database. The following Fig.2 depicts
the Registration Process.

| Authentication & Recovery
| Berver

- .. : | Server 1
. ’ 1 i Database '
. Update 1 e By

4

Smart Phone

SendsData |
Fig.1. Bio-MTP system architecture

C. Login Process

When the voter wants to login into the server or account
the authentication server, required entering their Family card
number, Voter-id and Password. As shown in  fig 3, the
authentication server performs the following preliminary
steps. Verifies the initial login credentials i.e. Family card
number, Voter id and Password.

If the prior text based information is correct then the voter
is redirected to the biometric authentication process and voter
is asked to start camera for face recognition and provides
finger print, these data are transmits through mobile device in
a secure manner.

D. Verification Process

After receiving the login information

authentication server performs the following steps.

e The server applies the reverse of the encrypted
secret data procedure to recover the text information
It verifies the received data against the text
information stored in database already. If it matches
the login request accepts otherwise it rejects the
login request.
If text based login credentials are accepts then the
biometric data like finger print and face for the
suitable voter are verified. If it matches the values in
database, then authentication server accepts the user

and the
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to continue, otherwise the authentication server
blocks the user not to proceed further.

Also verifies that the same user is whether already
castes their vote or not. In order to satisfy the rule a
person cannot cast their vote not more than once.

E. Data Transfer over the Channel

The data transfer over the unsecured channel securely is a
challenge because lot of intruders and hackers may interrupt
the communication and can change the information. To
overcome with this difficulty, this paper proposes the use of
Cryptographic method- Triple DES as shown in fig 5.

Enters Captures Face
Text — Fingerprint [ Recognition
5 Y
Preprocessing

Fig. 2. Registration process
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Fig. 3. Login process

Authentication Server

The information is encrypted before the data transfer and
sent over the channel using WTLS protocol. During the data
transfer the time stamp is checked and it’s provided that the
data transfer should take place within the specified amount of
time so that the chance of getting interrupted by the hackers
and intruders can be reduced. The face recognition can
provide for continuous authentication and can be accepted by
once the user is successfully authenticated. The encryption is
done using the Triple DES algorithm since it’s more secure.

F. Voting Process

The authorized user can cast their vote by selecting one
from the list displays. After submitting the vote there is a vote
confirmation dialog box appears to confirm the selected vote
by the authorized user. After the users vote gets confirmed
then it stored in the database securely. Then the user suddenly
gets a successful acknowledgement message from the
respective server this enhances and strengthens the security
and optimistic aspect of the Bio-MTP system. And then the
same user cannot be vote again i.e. not more than once rule is
applied to the entire user.

G. Fault Tolerance Mechanism: Surrogate Object Model

This Bio-MTP system serves a fault tolerance as shown in
fig 6, when user entered the vote information the mobile
device may get switch off or the network connectivity issues
may occur. However the recovery server which is built in the
web server that maintains complete log files to take over the
failed process. And yet again it provides the service with the
same entered data to the appropriate user up to where it gets
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faulted. This scheme helps the user without stressing them to
enter the data from the beginning. A moment the voter
submits the vote. The vote confirmation dialog box appears
to confirm finally to the server. Once the user confirms the
vote then the cached information in the recovery server is
updated into the vote server database. A disconnected
operation is a regular feature in mobile computing and is
distinct from failure [19]. Disconnected operation due to
slumber mode is voluntary in nature and a mobile host can be
required to execute a disconnection protocol before its
detachment. Thus, the mechanisms have to accommodate
such voluntary disconnections and make progress during the
disconnection of mobile hosts. This is done by caching the
current state of the Mobile Host in its place holder namely the
surrogate object. However in case of disconnection due to
mobility the proposed surrogate object model could help in
continuing with the execution of the application using the
available information cached in the surrogate object. The
process involved in this strategy is explained in fig.4 and
depicted in fig.6.

WNormal case :

Get the Vote Request from user through his smart phone
Initialize BIO-MTP system for authentication process

If succeeds, request is forwarded to Transaction Manager at MSS.
Transaction Manager forwards the request directly to
database server and performs the voting process as

explained above.

Else

Vote request is rejected

Dis connection Case :

if user is disconnected
Transaction Manager (TM) forwards the request to Surrogate Object;
TM checks data cache and implement BIO-MTS system
for authentication at surrogate object

If Data Cache Exists
Performs the voting process as explained above

Else
request either forwarded to other surrogate objects or to other mobile
devices which holds the replicas.

Fig 4. Surrogate object based voting process

V. PERFORMANCE EVALUATION

The Bio-MTP system provides several benefits and
flexibility due to its improved security and user affable
features. Some of the major benefits include; Reduced Cost-
As the existing methods take lot of human effort and
materials which is expensive. By the use of this method the
cost can be greatly reduced. Better Performance- When
compared to other existing Mobile transaction process this
Bio-MTP provides better performance; the result is shown in
fig 7. Convenience for user-Security and flexibility- As this
proposed method uses text based as well as Biometric
authentication and also uses Triple DES cryptography
method which provides the more security than the existing
methods. The comparisons results are shown in fig 8.
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VI. CONCLUSION

The traditional mobile transaction system that performs the
above said process can be very tedious, due to electoral fraud
and cost expensive. Security is compromised because of the
inability of all the human factors to provide efficient security
needed for robust operation of the system.
Semi-technological systems had solved some of these issues
but create access to more problems because of lack of strong
security. Since the general security requires Reliability,
Secrecy, Integrity, Justice, dynamic, and recoverability
which is provided by this proposed system Bio-MTP
addressed these challenges which brings the application of
text based as well as Biometric i.e. Fingerprint towards
transacting from the mobile device, an additional biometric
feature could be added to strengthen security such as face
recognition. By wusing this people can perform their
transaction anywhere from their mobile device. Furthermore
the security features at database level should be strengthened
too towards accessibility of transaction database. In addition ,
efficient fault tolerance mechanism which helps in case of the
mobile device gets switch off or any network connectivity
issues occurs, to provide an optimal mobile transaction
process to an authorized user with increased reliability,
which can be done by using the surrogate object model.
Hence this system achieves the security goals Secrecy,
Integrity and Availability with better performance which will
offer a better mobile technology experience to the upcoming
generation.
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