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A Novel Image Steganography in Contourletdomain
Using Genetic Algorithm

H. Ramezani, F. Keynia, and F. Ramezani

Abstract—Steganography is the science that involves
communicating secret data in an appropriate multimedia
carrier. This paper presents the application of contourlet
Transform and Genetic Algorithm (GA) in a novel
steganography scheme. We employ a genetic algorithm based
mapping function to embed data in Discrete contourlet
Transform coefficients in 4x4blocks on the cover image. The
optimal pixel adjustment process (OPAP) is applied after
embedding the message. GA employed to obtain an optimal
mapping function to lessen the error difference between the
cover and the stego image and use the block mapping method
to preserve the local image properties. Also we applied the
OPAP to increase the hiding capacity of the algorithm in
comparison with other systems.According to the experimental
results, the proposed method is capable of providing a larger
embedding capacity without causing noticeable distortions of
stego-images in comparison with similar existing methods.
Moreoverthe results of our experiments show that employing
two of powerful steganalyzers on stego-images produced by
our method, they could not discriminate between stego and
clean-images reliably.

Index Terms—Steganography, discrete contourlet transform,
genetic algorithm, optimal pixel adjustment process.

[. INTRODUCTION

Since the rise of the Internet one of the most important
factors of information technology and communication has
been the security of information. Cryptography was created
as a technique for securing the secrecy of communication
and many different methods have been developed to encrypt
and decrypt data in order to keep the message secret.
Unfortunately it is sometimes not enough to keep
thecontents of a message secret, it mayalso be necessary to
keep the existence of the message secret. The technique
used

to implement this, is called steganography [1]. The word
steganography is derived from the Greek words “stegos”
meaning “cover” and “grafia” meaning “writing”[2].

Steganography methods hide the secret data in a cover
carrier so that the existence of the embedded data is
undetectable [3]. The cover carrier can be different kinds of
digital media such as text, image, audio and video [4].
Many image steganography methods have been proposed.
In these methods, the secret data is embedded into the
cover-image by modifying the cover-image to form a stego-
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image.The most important requirement for a steganographic
algorithm is to be imperceptible [5]. Imperceptibility
involves [5]:

Invisibility-The invisibility of a steganographic algorithm
is the first and foremost requirement, since the strength of
steganography lies in its ability to be unnoticed by the
human eye.

Capacity-Steganography aims at hidden communication
and requires sufficient embedding capacity. Capacity is
measured in bits per pixel (bpp) in images.

Robustness against statistical attacks and image
manipulation-The amount of modification the stego amount
medium can withstand before an adversary can destroy the
hidden information.

Achieving all this requirements simultaneously is
difficult to a great extend.Steganographic methods can be
broadly classified in to 3 categories [20]. 1. Spatial
transform, 2. Transform domain, 3. Adaptive steganography
methods. Common approaches in spatial domain include
Least Significant Bit (LSB) manipulation [6]. LSB insertion
is the simplest method and very weak in resisting even
simple attack such as transform, compression, etc [5]. The
transform technique involves modulating the coefficients of
the cover data in the frequency domain. There are a few
methods in fourier transform owing to it is not used for
JPEG image format.

In contrast DCT is used extensively with image
compression such as JPEG lossy compression. Although
modification of properly selected DCT coefficient during
embedding process will not cause noticeable visualartifacts,
nevertheless they cause detectable statistical degradations
[3]. Various steganography methods like YASS [7], MB [8],
Outguess [9], Perturbed Quantization (PQ) [10] have been
proposed with the purpose of minimizing the statistical
artifacts which are produced by modifications of DCT
coefficients.

In the Wavelet transform there are some steganography
methods such as Steglasper [11] have been proposed that
in comparison with DCT is more adaptive with HVS.
Adaptive steganography is special case of the two former
methods. These techniques analyse the image and hide
information in significant areas so that the hidden message
is more a part of the image than being added noise in the
image. e.g. [12] is an adaptive steganography based on
contourlet domain.

This paper proposes a method to embed data in contourlet
coefficients using a mapping function based on GA in 4x4
blocks on the cover image and, it applies the OPAP after
embedding the message to maximize the Pick signal to
noise ratio (PSNR).Only a few works on data hiding are
done in contourlet transform domain [5], [12], [13], [26],
besides there are some image steganography methods that
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used GA [18], [19].

This paper is organized as follows: Sect. 2 introduces the
contourlettransform; Sect.3 introduces the proposed
algorithm in detail. Sect. 4 discusses the achieved results
and compares the proposed scheme with the state of the art
algorithms. Sect. 5 concludes the paper.

II. CONTOURLET TRANSFORM

Contourlet transform [14] is a double filter bank structure
and provides a multi-scale and multi-directional
representation of an image. It is implemented by the
pyramidal directional filter bank (PDFB) which decomposes
images into directional subbands at multiple scales. PDFB
consist of a double filter bank structure for obtaining sparse
expansions for typical images having smooth contours. In
this double filter bank, the laplacian pyramid (LP) [16] is
first used to capture the point discontinuities, and then
followed by a directional filter bank (DFB) [15] to link
point discontinuities into linear structure. contourlet
decomposition is shown in Fig. 1. In contourlet
decomposition of an image, edges are represented by the
coefficients with large magnitudes. Selecting more Co-
efficient in more directions is achieved by means of
combining Laplacian Pyramidwith Directional filter bank
structure which captures directional information efficiently.
The capacity depends on the number of levels in contourlet
decomposition and how many subbands we have selected
for embedding [5].
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Fig. 1. Contourlet decomposition, laplacian pyramid followed by
directional filter bank.
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A. Contourlet Domain Properties

Contourlet possesses the important properties of
directionality and anisotropy which wavelets do not possess
and so it outperforms wavelets in many image processing
applications. Moreover contourlet provides a much richer
set of directions and shapes than wavelets and thus is more
efficient in capturing smooth contours [17].as far as more
data can be hidden in the high frequency regions without
perceptually distorting the original image, contourlet
coefficients are more suitable for data hiding applications.

III. PROPOSED WORK

The proposed method embeds the message in Discrete
Contourlet Transform coefficients based on GA. OPAP
algorithm then applied on the obtained embedded image.
This section describes this method, and embedding and
extracting algorithms in detail.
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A. Embedding Algorithm

The following steps explain the embedding process:

Step 1. The image selected is first decomposed using two
levelcontourlet transform. The result contains a low pass
imageand many high pass subbands. One of the high pass
subbands is chosen for embedding the data.

Step 2.Divide the selected subband into 4x4 blocks.

Step 3. Generate 16 genes containing the pixels numbers
of each 4x4 blocks as the mapping function.

Step 4.Embed the message bits in k-LSBs contourlet
coefficients each pixel according to mapping function.

Step 5. Fitness evaluation is performed to select the best
mapping function.

Step 6. Apply Optimal Pixel Adjustment Process on the
image.

Step 7. Calculate inverse contourlet transform on each
4x4 block.

B. Extraction Algorithm

The extraction algorithm consists of four steps as follows:

Step 1. The image is decomposed usingtwo level
contourlet transform. The subband in which data is
embedded is taken.

Step 2. Divide the selected subband into 4x4 blocks.

Step 3. Employ the obtained function in the embedding
phase and find the pixel sequences for extracting.

Step 4. Extract k-LSBs in each pixel.

C. Genetic Algorithm

GA is a technique which mimics the genetic evolution as
its model to solve problems. Here we utilize the frequency
domain to improve the quality of steganography by
implementation of GA to obtain an optimal mapping
function.We used message embedding positions as our
search space and then applied the genetic algorithmic
operators to find the best combination of message and
image, So in this approach the given problem is considered
as input and the solutions are coded according to a pattern.

1) Fitness function:

Pick Signal to Noise Ratio (PSNR) can be an appropriate
evaluation test for the aim of suitable quality.so the
definition of fitness function will be:

2
PSNR = 1010g10%v+255
ijWYij

j=Xij)? M
where M and N are the image size, x and y are the image
intensity values before and after embedding respectively.

2) Chromosome design.

In our proposed GA, a chromosome is encoded as an
array of 16 genes containing permutations 1 to 16 that point
to pixel numbers in each block.

3) GA operations:

Tournament method is used to produce offsprings from
parent chromosome.

For the crossover, one point in the selected chromosome
would be selected along with a corresponding point in
another chromosome and then point in another chromosome
and then the tails would be exchanged.

Mutation processes causes some bits to invert and
produces some new information. The only problem of
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mutation is that it may cause some useful information to be
corrupted. Therefore we used elitism which means the best
individual will go forward to the next generation without
undergoing any change to keep the best information.

D. Optimal Pixel Adjustment Process

The basic concept of the OPAP is based on the technique
proposed in [21]. After applying OPAP algorithm the
embedding error is reduced to 1.

Let P;, P; and P; be the corresponding pixel values of the
ith pixel in the cover-image C, the stego-image C obtained
by the simple LSB substitution method and the refined
stego-image obtained after the OPAP. If §;= P; - P;be the
embedding error between P; and P;The OPAP algorithm
can be described as follows:

Casel: (2k~1<§;<2k):
If P, > 2*then P;=P;- 2¥ otherwise P;=P;
Case2: (—2k~1<§;<2k=1). p; = P}

Case3: (—2F<§;< -2k-1):
If P;<256-2%then P/ = P;+ 2¥

’

otherwise P = P;

Therefore after embedding £-LSBs of P; with k message
bits,d; will be as follows:
—2k<§ <2k

(d)
Fig. 2. Baboon Image and its histogram before (a, b) and after (c, d)
embedding.

©

IV. EXPERIMENTAL RESULT

The proposed method is applied on 512x512 8-bit
grayscale images such as Barbara and Baboon. The
messages are generated randomly with the same length as
the maximum hiding capacity. The PSNR is most
commonly used as a measure of quality of reconstruction in
image compression etc. it gives the ratio between the
maximum possible power of a signal and the power of

corrupting noise that affects the fidelity of its representation.

In £-LSB substitution, £ equal to 1 or 2, provide low hiding
capacity with high visual quality of the stego-image and &
equal to 7 or 8, provide low visual quality versus high
hiding capacity. The experiment results show that for k=4 or
k=5, we have the highest hiding capacity and reasonable
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visual quality [19]. This paper embedded the messages in
the 4-LSBs and received a reasonable PSNR. Fig. 1.shows
image for k=4 that there is no significant change in stego
image histogram for 4-LSBs images, thus it is robust against
some statistic attacks.

TABLEIL: COMPARISON OF HIDING CAPACITY ACHIEVED AND THE
OBTAINED PSNR BETWEEN OUR PROPOSED METHOD AND METHODS IN
[19]. [22], [23].

i‘l’;; Method PSNR(db) ca ;ic‘ﬁgg(% )
Adaptive[22] 31.8 47%
GA-DWT[19] 39.94 50%
Lena
DWT [23] 44.90 27.34%
Proposed method 45.20 56.36%
Adaptive[22] 30.89 48%
GA-DWT[19] 40.34 50%
Baboon
DWT [23] 44.96 27.34%
Proposed method 43.69 51%
GA-DWT[19] 40.44 50%
Boat DWT [23] 44.92 27.33%
Proposed method 42.63 58.30%
GA-DWT[19] 45.20 50%
Tet DWT [23] 44.76 27.33%
Proposed method 45.55 46.02%

TABLE II: ACCURACY OF WBS, AND CBS STEGANAL Y SISMETHODS ON
DETECTION OF STEGO-IMAGES PRODUCED BY THIS PROPOSED METHOD IN
COMPARISON WITH CONTSTEG METHOD [26].

Secret Average Detection Average

Data Accuracy (%) of Detection

. method . Accuracy (%) of

Size WBS Steganalysis .

(bits) Method CBS Steganalysis

Method

Proposed

5,000 method i H
ContSteg 51 59
Proposed

10,000 | method . o
ContSteg 53 63
Proposed

15,000 | method o &
ContSteg 58 68

Moreover another image feature, skewness is analysed
and compared with the implementation of proposed method
in spatial domain.

Skewnesscharacterize the degree of asymmetry of
distribution around its mean. Skewness characterizes only
the shape of the distribution [5].it is given by:

1 X;— U
Sk = 2y by 2
ewness = ( p ) (2)
where o is the standard deviation, that is a measure of gray
level contrast, x; represents the gray level of image, N is
the number of distinct gray levels and p is the mean.
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Fig. 3. Shows the variation of skewness for the proposed
method in spatial and contourlet domain.
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Fig. 3. The variation of skewness for the proposed method in spatial and
contourlet domain.

A. Efficiency of this Proposed Method

In this experiment, we assess the efficiency of our
method in terms of quality of stego-images and Hiding
Capacity. Tablel shows, the comparison of hiding capacity
achieved and the obtained PSNR between our proposed
method and methods in [19], [22], [23].

B. Steganalysis Results

Wavelet-based steganalysis (WBS) [24], and Contourlet-
based steganalysis (CBS) [25] methods are used to evaluate
the security of our proposed method.

In WBS, a Fisher Linear Discriminator (FLD) and in
CBS, a nonlinear Support Vector Machine (SVM) is trained
to discriminate between clean and stego-images. 50 random
images from Washington University image database [27]
were chosen for testing and training. All images were
converted to grayscale and cropped to size of 512x512.

The average of detection accuracy in comparison with
ContSteg method [26] is shown in Table2. The accuracy is

the average of true detection of both stego and clean-images.

As can be seen, the detection accuracy is under 50% and the
proposed method with payload of approximately 0.05 bits
per pixel outperforms ContSteg and cannot be reliably
detected by the applied steganalyzers.

V. CONCLUSIONS

Steganography that is a branch of information hiding
technology aims to hide a secret data securely in a cover
media for transmission. Hiding Capacity and stego-image
quality are two important criteria in evaluating a
steganography method. This paper presents a novel
algorithm for embedding and extracting data in contourlet
domain. We employ a genetic algorithm based mapping
function to embed data in Contourlet Transform coefficients
in 4x4 blocks on the cover image. The optimal pixel
adjustment process is applied after embedding the message.
We implement Genetic Algorithm and Optimal Pixel
Adjustment Process to obtain an optimal mapping function
to reduce the difference error between the cover and the
stego-image, therefore improving the hiding capacity with
low distortions. The result of examining the proposed
method with two of the most powerful steganalysis
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algorithms show that we could successfully embed data in
cover-images with the average embedding capacity of 0.05
bits per pixel.
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