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Abstract—Formal verification plays an important role in
development and application of safety critical systems.
Formalized verification techniques to analyze the security and
the safety properties of communication protocols increase and
confirm the protocol confidence the advancement of mobile and
wireless communication technologiesin recent yearsintroduced
various adaptive protocols to adapt the need for secured
communications. Security is a crucial success factor for any
communication protocols, especially in mobile environment due
to its ad hoc behavior. SPIN is a powerful model checker that
verifiesthe correctness of distributed communication modelsin
arigorous and automated fashion. This paper presentsa SPIN
based formal verification approach of a security adaptive
protocol suite. The protocol suiteincludes a neighbor discovery
mechanism and routing protocol. The protocol suite is encoded
into SPIN and is exhaustively checked for various temporal
properties ensuring the applicability of the protocol suite in
real-life applications.

Index Terms—Ranked neighbor, SPIN, model checking, loop
freedom.

I. INTRODUCTION

Mobile Ad Hoc Networks (MANETSs) provide many
challenges to the research community. Secure routing is one
of them. There are many proposals in the literature that claim
to provide certain levels of security in routing functionality
[1], [2]. However, there are few works that formally analyze
the security of these proposals.

When security is crucial for a protocol, the design should
be proven to be secure. The most reliable way to do this is to
deploy formal methods. Formal methods help us either to
prove or to refute the correctness of a design. In this work, we
use model checking approach. Specifically, we use
PROMELA  (PROcessMEta-LAnguage) [3] as the
specification and modeling language and SPIN (Simple
PROMELA Interpreter) [4] as the model checker. Our
primary aim is to demonstrate design flaws that lead to
violations of security requirements using model checking.
Model checkers are good at finding design errors and they
provide error traces (i.e., counter-examples). In our case, an
error trace demonstrates a successful attack.

Many wireless networking mechanisms, notably routing,
require that wireless nodes be aware of their neighborhood.
This means that the nodes must know which other nodes they
can communicate with directly. The procedure used to
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acquire this knowledge is called neighbor discovery [1]. In
mobile wireless networks, the neighbor relationships change
dynamically, which makes neighbor discovery an important
mechanism. Neighbor discovery can be achieved through
simple protocols, where a node that wants to determine who
its neighbors and broadcasts a neighbor discovery request,
and every node that receives this request responds with a
neighbor discovery reply. Receiving a reply means that the
requesting node and the responding node can hear each
other's transmission, and can communicate with each other
directly, and hence are neighbors. The neighbor discovery
protocol is sometimes called “Hello protocol”, and the
request and the reply are called “Hello messages™ [5].

An adversary can try to thwart the successful execution of
the neighbor discovery protocol, for instance, by jamming the
communication between two nodes, or by providing a node
with false information regarding another node, which is not a
direct neighbor in reality, but leading on to make the
requesting node believe that the other node is indeed a direct
neighbor. In this way, the adversary achieves that two nodes,
which otherwise could communicate directly, cannot
establish a neighbor relationship, or a relationship with faulty
information [5]-[7]. Blocking the links between many pairs
of nodes in this manner can have serious consequences to the
connectivity of the network, and on the upper layer protocols,
such as routing and transmission.

Numerous approaches have been proposed to analyze the
security and routing properties of ad hoc protocols. These
techniques include visual inspection, network simulation,
analytical proofs, simulatabiality models and formal methods
[8]. Formal verification is one of the most reliable ways to
rigorously check the desired properties of a protocol by
modeling and analyzing it mathematically.

Model checking is an automated technique that, given a
finite-state model of a system and a logical property,
systemically checks whether this property holds for that
model. Within appropriate constrains, model checker can
perform an exhaustive state-space search on a software
design or implementation and alert the implementing
organization to potential design deficiencies by producing a
counter example.

The rest of the paper is organized as follows. Section 11
gives a brief review of AODV protocol and describes the
extended version of the AODV protocol that we are going to
model check in this paper. After giving a short overview of
SPIN and PROMELA in Section III we outline how the
security protocol suite is encoded into SPIN for model
checking purpose. We also describe the mechanism to model
the required security properties to be verified. The following
section shows how the proposed security properties are
verified in SPIN. Finally, we conclude the paper by
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summarizing our results and outlining our future plan.

II. SECURITY ADAPTIVE PROTOCOL SUITE: OVERVIEW

A MANET (Mobile Ad-hoc Network), is a spontaneous
network of computers where nodes can join or leave at any
time and are free to move around as they desire. As there is no
centralized infrastructure the participating nodes need to
function both as end nodes and routers. Due to limited
transmission range, packets that are destined to nodes outside
of transmission range have to be routed over some
intermediate node(s). If one node has a path to another node,
packets are expected to be routed there correctly.

AODV is an on-demand or reactive protocol designed for
use in MANET. Routes from one node to other nodes are
discovered on demand. AODV supports unicast, broadcast,
and multicast. The route decisions are made using distance
vectors. In distance vector routing, each router contains
distances, measures in hops or in some other forms, to all
available routers in a routing table. Since this is an on demand
distance vector, routers only maintain distances of only those
destinations that they need to contact or relay information to.
Due to the adaptive nature of this approach, the protocol is
conveniently deployed in highly mobile network
environment.

During route discovery, when a node requires a path to
destination, it broadcasts a Route Request message to its
neighbours. Each node receiving the message creates a
reverse route to the source node. The destination node or
intermediate node that has up-to-date route information sends
back Route Reply message. Each node receiving the route
reply message creates a forward route to the destination. Thus
each node remembers only the next hop required to reach any
of the hosts.

Security Adaptive Protocol Suite [9] is an extension of
AODYV protocol. The suite is a combination of a neighbor
discovery mechanism and a routing protocol. In the neighbor
discovery phase, the neighbor nodes are ranked. The ranks
are determined by calculating their distances. Ranks
considered the trustworthiness of the nodes. With the ranked
information collected expressing the trust of the neighbors,
the routing protocol proceeds. When a demand is made from
a source to a destination, the source node first judges the
security requirement of the application and then based on the
ranking information of the neighbor nodes the packet is
routed to the destination.

Estimated physical distance between nodes is used to rank
the neighbors. If a node is physically further away than that in
routing table, a wormhole is considered to be present in the
network. The maximum allowed transmission distance is
added to the packets to restrict the routes.

Based on the calculated distance values the sender decides
the trust values by ranking the neighbors based on predefined
range. Four (4) types of ranks are used in the protocol suite.
Table 1 shows the ranks, where,d'is the calculated distance of
a neighbor and T is the maximum allowed distance.

Each neighbor node is assigned a rank. Whenever a route
request is made from a source to a destination, the minimum
security level (MSL) is checked with the assigned ranked
values and transmit the message only through the trusted
nodes. With the information of ranking, it possible to
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distinguish the wormholes present in the network.

TABLE I: RANK ASSIGNMENT

Distance Estimation Rank (R)
d <T/4 4
T/A<d <T/2 3
T/2<d <3T/4 2
3T/4<d <T 1
T>d 0

When a route is requested from a source node, A, to a
destination node, B, in AODV, a route request is broadcasted.
In the case of security protocol suite, the basic principle will
be same, the only difference lies in the fact that, before a
route request is broadcasted, the security level requirement
has to be defined, named as the Minimum Security Level
(MSL). This will be done on a predefined scaling basis,
related to the rank values for the nodes. Thus, with a security
requirement level, the node now broadcasts the route request
only to the nodes with a minimum level of trust. This specific
operation is being possible to be implemented, as because
AODV is able to unicast, as well as multicast. The neighbors,
upon receipt of the request, will react the same way, as it is
done in the traditional AODV, except for the slight change in
the way it rebroadcast.

III. THE SPIN MODEL CHECKER

SPIN is an automata-based temporal logic model checker.
It accepts design specification written in the verification
language PROMELA (Process Meta Language). In
PROMELA, a system is modelled as a composition of
asynchronous processes that interact with buffered or
un-buffered message channels. Since there is no notion of
time or clock, models with real-time aspects are very hard, if
not impossible, to express in PROMELA. The language is
especially designed to describe systems such as
asynchronous communication protocols.

Correctness properties of a specification are specified in
several ways in PROMELA. Assertions and Neverclaims are
the most frequently used constructs for this purpose. An
assertion has similar semantics as C Language. When the
asserted expression becomes false, the assertion fails, and
SPIN gives assertion violation error.

Never claims are used to specify the finite or infinite
behavior that should never happen during the execution of
asystem. When a property to be satisfied bythe system is
specified, it is formalized in a logic formula and produce
aneverclaim that corresponds to the negation of this
formula.SPIN then tries to find violations for this never claim.
If itfinds one, this means there is a case that the opposite of
the specified property can be occurred in the system, which
means the propertycannot be satisfied by the system.Anever
claim can be written by hand or can be translatedfrom a linear
temporal logic (LTL) formula. SPIN alsoincludes a timeline
property editor that helps usersvisuallyspecify properties that
are otherwise hard to formalize.

SPIN has two modes of operation: simulation and
verification. In simulation mode, it runs the model and helps
users both to get an impression on how their model behaves
and to debug their model. In verification mode, on the other
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hand, SPIN analyses the model against the given properties
considering all possible executions by performing an
exhaustive search on the state space. It can also perform
partial search on the state space, which is quite useful in case
of very large models or insufficient computational resources.
If SPIN finds a violation, it produces an error trace. Using
this error trace, a user can run a simulation of the execution
that leads to the violation.

Our primary aim in this work is to verify the properties of
the security adaptive protocol suite. We employ SPIN to
check the protocol model against some properties that we
formallyspecify as never claims in PROMELA and list any
flaws, if any, as violations.

IV. PROTOCOL IMPLEMENTATION USING SPIN

Model checking in SPIN is often bounded by the amount
of physical memory available to the computer. To alleviate
this problem it is required to reduce the complexity of the
model. A simplified version of security adaptive protocol is
being used in our experiment to avoid unnecessary details
irrelevant to our verification. When modeling an ad hoc
network protocol, apart from the usual consideration of
limiting state space, it is required to pay attention to the way
of modeling broadcast, connectivity as well as the dynamics
of topology.

Broadcast is heavily used in most ad hoc networking
protocol and it can be modeled by unicasting to all nodes with
whom the sending nodes has connectivity. A HELLO
message is used to maintain contact with its neighbors and
also to contact new neighbors. Hello messages indicate the
presence of a node.

Hello message are frequently sent by each node via
channel. HELLO message is supposed to have only one piece
of information: HELLO massage, source id number which
identifies the node from where the hello message is coming
from

PROMELA doesn't provide any time features except a
timeout function. Timeout keyword is a modeling feature that
provides an escape from a hang state which does not
correspond to the real timer definition. So in this tools use
time as variable to maintain the clock time.

Link update is required to maintain the ranks of the
neighbors. Because a link update travels through the network,
it represents the most up to date network topology
information. When a route is requested from a source node, A,
to a destination node, B, in AODV, a route request is
broadcasted. For the security protocol suite, the basic
principle will be same, the only difference lies in the fact that,
before a route request is broadcasted, the security level
requirement has to be defined, being called here as the
Minimum Security Level(MSL). Here node A checks the
trusted neighbors to send message. So this node checks the
security level of all its neighbors. The source node will be
notified of the fact that the route request that has been sent is
not returning a path with the defined MSL. In this scenario,
the source will now define a new MSL, by decrementing the
MSL value, and will rebroadcast the Route Request to a new
set of nodes.

A routing table is maintained for each node. Whenever a
packet is to be transmitted from one node to another.
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O,
O. (4)

()

Routing table for node 1

Destination | Next-hop 1 | Next-hop 2 | Hop
4 2 4 2
4 3 4 2
3 3 - 1
2 2 - 1

Routing table for node 3

Destination | Next-hop 1 | Next-hop2 | Hop
2 4 2 2
2 1 1 2
4 4 - 1
1 1 - 1

Fig. 1. Routing information for node 1 and node 3.

MSL Leve
Rank 4

Destination | Next-hop 1 | Next-hop 2
4 2 4

Fig. 2. Route table with node rank (MSL).

RS

Destination | Next-hop 1 | Next-hop2 | MSL Level
4 3 4 Rank 3
Fig. 3. Route update when MSL changes.

Routing table is consulted along with the rank information
of each node and keeping the MSL value. The process of
message broadcasting reference to MSL will help the route
request reach the destination with trusted neighbor. Fig. 1
illustrates the route table of two nodes.

Suppose Node 1 in Fig 2 is broadcasting a message
destined to Node 4. The MSL level is kept at rank 4. In case a
route is not able to be established with the initial MSL, with
which the Route Request was broadcasted, an Error packet
will be generated. Then source will define new minimum
MSL, by decrementing the MSL value and will rebroadcast
the Route Request to new set of nodes (Fig 3).

A. Property Specification

Among the various properties related to any SAODV
protocol, we are interested in two properties crucial to the
earlier mentioned protocol suite. The first one is the loop
freedom and another is the maintenance of correct rank of the
neighbours based on their distances. It is also need to be
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confirmed that packets are always transmitted only through
designated ranked nodes. In case of a violation, SPIN will
produce an error trace that gives the details of the attack.
Loop Freedom: A routing protocol is loop-free if its
operation does not allow the formation of cycles on a route
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between two nodes. If there are n number of nodes in the
network, then loop freedom ensures that the length of a route
can bbe at most n-/. The loop freedom property can be stated
as follows:
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print " Source Node %d and [st Rank %d and 2nd Rank %d ° seerank rank 1)

Fig. 4. Automata view of a node (partial).

“It is always true that if node S has a route entry for a
destination node D then node D must be at most n-/ hops
away from node O, where n is the number of nodes in the
network.”

Loop freedom is independent of the network topology. The
property can be specified as an assertion within the model or
as a never claim or as a LTL formula. The corresponding
LTL formula for the loop freedom property can be specified
as follows:

-9

where p stands for the “if” part and g stands for the “then”
part of the property.

Correctness of rank Information: The requirement for the
maintenance of correct rank information property can be
informally stated as follows:

“It is always true that if there is a route from an originator
node O to a destination node D, the length of this route
known to node O is actually the secured path, i.e., follows the
rank order from O to D”. As the ranks are calculated based on
the estimated distance between nodes, this property also
ensures that the route is always the shortest path from source
to destination. The corresponding LTL formula for this
property is as follows:

-9
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where, p stands for the proposition “There is a route from O
to D” and q stands for the proposition “The rank of this route
known to O is actually the highest rank from O to D”. This
formula is converted to a never claim in PROMELA, which
represents the behavior that should never happen. Therefore,
we negate our original formula and convert it to a
corresponding never claim by using the internal converter
supplied with SPIN. The corresponding never claim for the
correctness of distance property is as follows:

never { /* ({1 (p->¢)) */
TO init:
if
(1 ((@) && (p))
->gotoaccept_all
2 (D)
-—>goto TO_init
fi;
accept_all:
skip
}

B. SPIN Verification
Because the verification is bounded by the amount of
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physical memory available on the computer, we need to
reduce the system complexity. Complexity reduction is the
most important part of the verification. Due tomobility, the
state space increases exponentially with the complexity of the
protocol model. Therefore, we modeled a five node ad-hoc
network. Five nodes represent enough different network
configurations that a verification done on it provides a great
probability of good behavior for larger networks. We verify
properties of protocol and not performance. A basic model of
the protocol suite has been made whichwas simplified by
reducing the code and the number of properties included in
the model until a good verification result was obtained.

The XSPIN graphic interface is used in order to make
simulations. An important number of simulations have been
made before finding a model which suits the requirements. A
part of XSPIN simulation of the protocol suite is depicted in
Fig. 4 and Fig. 5 shows the automata view of a node
produced in SPIN. Due to limited space, only a portion of the
automata is illustrated.

:pl

| [:p3
[rsvi!hl, 1,2,4,4,2]]
| Wodel 2 and distance = 1 and Rank 4 |
\\ 5:sender|
|| rsvithl, 1,2,4,4,2 |

]
I [ | rsv2!h2,1,2,3,4,4,3 |

| | I AY I
4 and 2nd Rank 4|

| Source Noede 1 and lst Rank

\

| send'hellec,1,4,1

Sal o,1,4,

send!hel

findlhello,1,4,4

Fig. 5. Simulation of protocol suite (partial).

At the initial stage of verification, we did some simple
verification, such as confirmation of message broadcast. If
channels are defined properly for each node, when a node
broadcast a Hello message, other nodes will receive the
message.

An assert statement in SPIN is similar to skip in the sense
that it is always executable and has no other effect on the state
of the system than to change the local control state of the
process that executes it. A very desirable side effect of the
execution of this statement is, however, that it can trap
violations of simple safety properties during verification and
simulation runs with Spin.

The assert statement takes any valid Promela expression as
its argument. The expression is evaluated each time the
statement is executed. If the expression evaluates to false (or,
equivalently, to the integer value zero), an assertion violation
is reported.
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Assertions can be placed between any two statements of a
program and the model checker will evaluate the assertions as
part of its search of the state space. Assertions are statements
consisting of the keyword assert followed by an expression.
When an assert statement is executed during a simulation, the
expression is evaluated. If it is true, execution proceeds
normally to the next statement; if it is false, the program
terminates with an error message.

In SPIN, we use assertion for verification of properties.
The property is that, source wants to send message to
destination only on its rank 4 neighbors, not the other ranked
neighbors. So assert expression as follows:

assert(!(d0!=0 &&d0<t/4);,

A simulation, instead of a verification, will not necessarily
prove that a safety property expressed with an assert
statement is valid, because it will check its validity on just a
randomly chosen execution.Note that, placing a system
invariant assertion inside a loop cannot guarantee that a
simulation would check the assertion at every step. Recall
that the fact that a statement can be executed at every step
does not guarantee that it also will be executed in that way.

Earlier, we mentioned that loop freedom is crucial to
successful verification of a protocol. Loop freedom can be
checked by counting number of hops traversed by a packet
from sender to destination. We define a LTL formula to
check this property which is verified by the verification
option in SPIN. The automata view of the LTL is as shown in

Fig.6.
=1

!((hop>=5)))

@D l((hop>=5)))

Fig. 6. Automata view of LTL.

V. CONCLUSIONS

This paper has shown the use of model checking tool SPIN
to formally verify two important properties of a ranked
neighbor discovery protocol suite. Model checking of the
properties confirms the claimed strength of the protocol.
While performing the experiments several improvements
have been made to the original description of the protocol.

While encoding the protocol, additional constraints were
added to the node description to avoid loop while searching
for neighbours. Loops to already discovered route are also
avoided carefully. SPIN verification confirms that while
routing packets, the protocol ensured that the selected route
consists of the highest ranked neighbours and the packets are
traversed in the shortest path.

In comparison with other formal verification technique,
theorem proving in particular, model checking is task is
automatic. Besides, verification result is generated with a
fraction of second. For any error or property violation,
counter example is also generated to trace the error location.

We are at the early stage of analyzing various properties of
the protocol. Our future plan includes model checking other
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properties, especially, timing behavior, mobility as well as
multiple attacks. We are also interested to employ theorem
proving technique by using HOL, PVS to prove the securities
in parallel with model checking.
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