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Abstract—Extraction transformation load is an important
stage of a data warehouse process. It involves retrieval of
information from multiple sources, applying transformation to
map with the schema of the data warehouse. Privacy
preserving data mining has become a prerequisite for all the
present data warehouse projects. In this paper we provide a
foundation on embedding privacy to conceptual modeling by
indicating additional notations which ensures faster design.

Index Terms—ETL, Data Warehouse, PPDM, Conceptual
Modeling

I.  INTRODUCTION

Extraction Transformation Load (ETL) is an important
component of data warehouse. Extraction deals with the
retrieval of data from various sources. These sources of data
can be of different format and different location in space [1].
Each of these locations must be analyzed before it is loaded
on to the data warehouse. The most important and complex
part of ETL is the Transformation phase. Transformation
can be visualized as the change that must be made on to the
source data before it is loaded on to the data warehouse.
There are various methods that are used for transformation.
Usual transformation include deletion of a column,
conversion of values from one representation to the other,
aggregation of values for better retrieval, removal of null
values, converting multiple representations in to a single
format and joining of multiple tables. The last phase is the
loading phase which copies the information from the
transformed data to the warehouse. The overall process
consists of three major steps first identification of the source
targets second is the actual data representation also called
conversion and the last phase is moving resultant to the
target location. These tasks can be done in intermediate
stages or as a single logical execution. Each of these stages
indicated separately will help improve the overall
representation of Data Warehouse. The initial design of
conceptual schema plays an important role and also
propagates to other stages. The complexity of extraction
transformation and load lies in the mapping of data from
source to destination. As indicated by Alkis Simitsis [1] the
environment of ETL process can be shown in fig 1. The left
side we have source representation where in information is
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distributed. In the middle we have Data Staging Area (DSA)
which encapsulates the major transformation and the last is
the Data Warehouse representation.

Privacy Preserving Data Mining (PPDM) is a novel field
in data mining. PPDM is concerned with extraction of
information from data warehouse without revealing
sensitive information of individuals and company privacy
details [8], [9], [10]. Present industry consists of database
which is distributed across multiple source locations. Most
of them doesn’t want their data to be revealed so that the
confidentiality is lost which is of a great concern. The
confidentiality of some attribute within the data base must
be ensured. There are two major methods in PPDM first by
using cryptographic representation and the other by using
heuristic algorithms which ensures that sensitive data is not
revealed. Most of the current industry require that there data
be secured during transmission and also when the data is
present in the data warehouse. In this paper we are using a
cryptographic  representation called Elliptic  Curve
Cryptography to ensure confidentiality which can be
indicated to some attributes during design and data
distortion in heuristic algorithm. ETL is an important stage
in Data Warehouse and the processing activities can be
indicated by means of diagrams as a part of design.
Designing ETL and embedding PPDM representation is the
main task of this research.

We present the details of our research as follows. We
have discussed the related work in section 2, Different types
of transformation methodologies presently available in most
of the present ETL tools and additional notations for
indicating privacy is discussed in section 3. In section 4, we
have taken a motivation example to explain the
representation of additional notation that we have used. we
state our conclusions and future scope of extensions in
section 5.
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Fig. 1. The Environment of ETL processes.

1. RELATED WORK
In this section we discuss the research efforts, ETL tools
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that are available along with related expertise. The front end
of data warehouse has been driven by conceptual modeling.
Conceptual modeling gives an abstract representation of the
business scenario which helps the developers to built a
robust model. Most of the research in conceptual modeling
is characterized by conceptual characteristics of star schema,
dimensional modeling and aggregate data marts [2].
Dimensional modeling [4], [5] which is a design concept
used for building the data warehouse. Entity relationship
modeling [7], [11], [12] is useful in designing conceptual
schema of the database and was quite popular in the
industry. Later stages we had influence of object-oriented
concept, the result of which was UML modeling[14], [15].
Unified modeling Language uses lot of graphical notations
for designing conceptual schema. Each of these modeling
concepts provides a way to get in to the requirement and
analyze it on to the data base without a clear winner.
Dimensional modeling is featured by its minimality,
understandability and direct mapping on to logical
structures. Entity Relationship modeling and unified
modeling Language are also used depending on the
company and the requirement. Above related work was on
conceptual modeling in data warehouse. Rather than
concentrating on the entire warehouse few efforts was also
made on conceptual modeling for ETL since most of its task
are dependent on it. As a first attempt author [16] had
separated warehouse conceptual schema and ETL
conceptual schema. Author in [1] has given notation but
has not indicated representations for PPDM. In this paper
we propose a method that introduce additional notation in
design which can be wused to represent PPDM
representations.

I1l. CONCEPTUAL MODEL

This section gives different notations for conceptual
model for ETL activities. These notations are used in high
level, user-oriented entities to capture the process of ETL
existing notations are shown in fig. 2 PPDM requires
additional notation for faster representation which cannot be
indicated just as a function, so a specialized PPDM
notations are introduced and indicated in fig. 3.

A. Attribute and Concepts

Attribute represents property of an entity and has the
same characteristics as in case of ER modelling and the
symbol that is used is oval.

Concepts represent an entity with reference to a data base.
It is used to represent source data or a file from which
information is retrieved. A concept is identified by a name
and contains set of attributes.

B. Transformation, Constraints And Notes

Transformation is the process of changing the contents of
the data base to a format suitable with respect to the data
ware house. Transformation include filtering of unnecessary
information like violation of primary key and foreign key
references. It is also used for aggregation of data. In general
transformation is characterized by finite set of input and
finite set of output attributes. The notation for
transformation is hexagon named with its corresponding
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symbol. Constraints are used to apply some conditions on
the data if the condition is satisfied then it is moved on to
the next level. Constraint is graphically depicted as a set of
solid edges starting from the involved attributes and
targeting the facilitator transformation. Notes are used to
capture extra comments that the designer wishes to include
for extra information. The notation used for notes is

rectangles with a dog-eared corner.
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Fig. 2. Existing Notation for the conceptual modelling of ETL activities.

C. Provider Relationship and Serial Composition

A provider relationship maps a set of input attributes to a
set of output attributes. There are two types of provider
relationship 1:1 and N: M. A 1:1 provider maps all the
attribute of source side to target side and the notation is a
solid bold directed arrow from the input towards the output
attribute. In certain scenarios not all attributes are required
either there will be increase in number of attributes or
decrease in the attributes depending on the requirement of a
data warehouse to facilitate it N:M provider is used and the
notation is a solid arrows starting from the providers and
targeting the consumers, all passing through the facilitator
transformation. Serial transformation is used when there is
multiple transformations that must be made on an attribute
which cannot be indicated as a single transformation. The
notation is a series of transformation symbols
interconnected by bold lines.

ECC DD

Fig. 3. Additional Notations for conceptual modelling in ETL for PPDM
approach.
D. Part-of and Candidate Relationship

Part-of is used similar to UML representation to indicate
inclusive but does not have lot of significance in this model.
The notation is a edge with a small diamond at the side of
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the container object. Candidate relationship is used to
indicate which source is used as the candidate for the target
representation since multiple sources will have multiple
candidates. Among them one of them is called as a active
candidate which will help the developer while updating the
contents of the warehouse. The notation is with bold dotted
lines between the candidates and the target concepts and an
active candidate relationship with a directed bold dotted
arrow from the provider towards the target concept.

E. ECC and DD Transform

ECC Transform accepts a single attribute and does a
cryptographic transformation on an attribute to have
resultant as a encrypted form of an attribute. It is applied on
an individual attribute separately. The notation for ECC
transform is a ‘E’ with right edges connected. DD transform
is similar to ECC only difference is that DD is a data
distortion which is denoted by ‘D’. these two notation will
help the designers to represent privacy issues effectively

during design.
pdation

Patient_D

Fig. 4. Conceptual modelling for the motivation example.

IV. DESIGNING CONCEPTUAL MODELLING FOR PPDM
AN EXAMPLE

We are using a simple patient data base for our modelling.

In this transformation we are concentrating more on PPDM
representation in modelling. Let us assume that the
following patient schema is preset in the source data base.

Patient_S(pid,pname,date,pbpr,phrt,result)

The details are patient-id, patient name, patient blood
pressure, patient heart rate and result of the diagnosis. This
information is passed on to the data warehouse with the
target schema as

Patient_ DW(pname, date, pbpr,phrt,res)

The details of transformation as follows pname is to be
cryptic so that it is not revealed to the end user. pbpr and
phrt to be data distorted before it is stored on to the data
base. The conceptual modelling is shown in figure 4.
Transformation from source to target is triggered by the
updation process. NN function indicates that the attribute is
accountable if the result is Not Normal. Date transformation

266

function is required to convert date into the appropriate
representation of Data warehouse schema. This
representation is simple to design and understand.

V. CONCLUSION

Conceptual modelling is an important task in software
engineering cycle which facilitates better understanding and
faster development. In this paper we are using additional
symbols to facilitate privacy representation in design which
earlier researchers had not considered. This method gives a
better way of representing privacy issues. Future directions
may concentrate on designing specific symbols for privacy
preserving data mining itself and mapping of conceptual to
logical representation. Additional research may concentrate
on standardization of these notations.
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