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Blockchain: A Security Solution for the 10T?

Nsima Udoh

Abstract—Whenever there are strong statements from
people that the Internet of Things (“loT”) causes more evil
than good, | wonder if the individuals that belong to such
school of thought are inadvertently dismissing the opportunity
to continuously extend the capability of an intelligent platform
that arguably solves some of the world's greatest problems,
made possible using billions of integrated smart devices
connectivity. It is my view that the loT like every other great
invention can generally be used for both good and bad reasons,
however, careful consideration regarding it implementation
and use needs to be put in place. Technological advancements
have reached a point where almost everything is wired up or
connected wirelessly to the internet and the 10T has created
opportunities for people to leverage on the benefits that comes
with the interconnectivity of smart devices to collect data and
make intelligent decisions. As evident in recent technological
innovations, the advent of the loT has led to significant
progress in the field of science and technology. Today, the
world has seen the widespread adoption of IP-based
networking, breakthroughs in artificial intelligence,
development of robotics capability, and the growth of cloud
computing. These technological developments and many others
are bringing about significant revolutionary changes,
suggesting the loT is as transformative as the industrial
revolution. As appealing as these advancements may seem,
there are many questions challenging the overall security and
privacy aspects of the 10T. This challenge is amplified by other
considerations such as the rapid spread of similar 10T devices,
the ability of some devices to automatically connect to other
devices, and the possibility of deploying these devices in
unsecure environments. Even though many security
considerations have been put in place to guard against
malicious activities targeted against the proper use of the IoT,
reoccurring high-profile incidents where a single 10T device
has been used to infiltrate attacks to larger network persists.
Addressing the security concerns in an IoT environment could
be made more effective by the implementation of a security
model that has capabilities to negate any central attack to a
larger loT network even when a single point of entry is
compromised. Although not without its own challenges,
blockchain seems to have this capability, and has arguably
drawn attention as the next generation technology that suits
the end-to-end security requirements within an loT
environment.

Index Terms—IoT, blockchain, security.

I. INTRODUCTION

Contemporary trend shows that loT is playing a
significant role in human lives, and it will continue to unveil
new, brilliant, scientific and technological breakthroughs
embedded in the capability of smart devices and
applications that are connected to the internet. Ground-
breaking inventions manifested in the form of robotics
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applications, contactless payment systems, big data analytics,
artificial intelligence etc. are constantly getting absorbed
into the internet, providing an immense amount of
information to be accessed at any time and from anywhere.
Every day, people see and make use of new smart devices
that didn’t exist few years back and a number of these
devices are able to seamlessly interact with each other from
one end of the world to another. As a result, the world has
become more reliant on the internet to allow people, systems,
and various technologies to communicate with each other.

Many industries are already adopting loT-based solutions
to create new and/or materially improved technologies. In
medicine for example, loT tools have been adopted to
enable doctors to effectively monitor patients remotely and
administer prescriptions based on information derived from
the hospital’s IoT environment [1]. To a large extent, 10T is
considered by many as the biggest frontier improving
humanity in diverse ways, and one could safely opine
nothing in the history of information technology is
impacting humanity more than the 10T.

As much as these advancements made possible through
the adoption of the 10T has brought smiles to the faces of
millions of people, it has its own challenges. The issues of
data security and privacy, identity theft, IP-based network
interception and cross border computer attacks to mention a
few, are some of the associated setbacks that come with the
many good prospects of 10T, and it is indeed difficult not to
imagine the number of threats that will be uncovered as
more smart devices continue to interact [2]. Without being
overly critical, it is safe to imply that the amount of benefits
surrounding the 10T evolution also contributes to its flaws;
and as a result, emphatic demands to prevent its misuse are
at an all-time high.

Equally, blockchain technology is rising rapidly due to its
decentralised, secure, and transparent nature which makes
information and privacy breaches difficult and almost
technically impossible [3]. 10T solutions using blockchain
can be built to address the challenges around information
security and privacy at scale due to its ability to manage
how critical information is shared and accessed. Blockchain
is already being tested and implemented in several industries
and it is gradually appearing to be the missing security link
in the much-needed IoT environment. Whether it will be the
ultimate solution to the IoT’s security and privacy concerns
in a very consistent way would be known over time.

Subsequent sections of the paper are structured as follows:
Section Il gives an overview and definition of blockchain.
Section |11 provides a conceptual overview and definition of
the loT, discussing it applications and associated issues.
Section 1V discusses decentralisation and immutability
(including the role of peer-to-peer network) features of
blockchain and how they could help to mitigate the security
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challenges in 10T solutions. Section V concludes the paper.

Il. BLOCKCHAIN — OVERVIEW AND DEFINITION

The idea of blockchain was conceptualised in 2008 when
Satoshi Nakamoto, believed to be a person or group of
persons with the name “Nakamoto”, released a paper,
Bitcoin: A Peer-to-Peer Electronic Cash System, outlining
the prospects of a direct online payment from one party to
another without the use of an intermediary third-party.
Despite not mentioning blockchain explicitly, the paper
described an approach which combines data structures with
several computing concepts and technology to develop an
electronic cash system protected through cryptographic
mechanisms [4]. Though, work on using cryptographic
secured chain of blocks as a computational practical solution
for time-stamping digital documents so that they could not
be backdated or tampered with was introduced in 1991 by
Stuart Haber and W. Scott Stornetta [5], it was Nakamoto’s
paper that contained the blueprint that most modern
blockchain-based systems have adopted. Notably, Bitcoin’s
(a form of cryptocurrency) underlying architecture is built
on blockchain, and it is a good example of an area where
blockchain has been adopted since early 2009 when it first
began to gain a lot of mainstream attention. Today,
blockchain has evolved into one of the modern-day biggest
inventions and has found its way into many applications
beyond cryptocurrencies, covering numerous fields
including financial services, transportation, e-commerce,
manufacturing, and medicine amongst others.

In terms of definition, there is still no universally
accepted phrase that explains what blockchain really is.
What is widely acknowledged is that technologies built on
blockchain architecture are showing tremendous potentials
and are disrupting the information technology space on a
global scale, since they provide a secure solution that cannot
be tampered with or controlled by a single entity. [6] defined
blockchain as a technology or a distributed database solution
that maintains a growing list of data or records that are
confirmed by the nodes participating in it. [7] opined
“blockchain is a growing record of data or a type of data
structure that is replicated on many computers, with these
computers having the same information on them”, this

explains why the technology is resistant to data modification.

For [8], blockchain is a technology that contains several lists
of immutable blocks which are connected by the means of
cryptographic mechanisms, with each individual block
having a capability to contain multiple information or
transaction, a distinct reference number, a time stamp, and a
pointer which identifies an immediate previous transaction
as well as the transactions themselves.

Given these definitions, a broadly accepted notion is that
a technology that is developed based on blockchain
principles and protocols would be decentralised in nature,
immutable, irreversible and tamper resistant. While at its
core, blockchain is a method of securely storing and
distributing information, it is the potential uses of
blockchain technology to perform transactions and share
information between different parties with undisputable
transparency and without a controlling central authority that
makes it the real appeal [9].

Ill. 10T — OVERVIEW, DEFINITION, APPLICATIONS, AND
ISSUES

The world is filled with different kinds of smart physical
devices. These devices have installed software which can
provide specific services based on their architectural designs
and can interconnect through numerous means of
communication networks to overcome geographical
boundaries. These feats were not readily achievable using
traditional computing techniques. Today, billions of devices
make use of present-day computing capabilities to extend
connectivity beyond geographical boundaries to a diverse
range of everyday things, such as, traffic light sensors, smart
vehicles, and smart homes among others. This exponentially
growing number of activities over the internet creates new
opportunities and services that can significantly drive
businesses, technology, and economic growth.

Given the plethora of interconnection of technological
platforms, systems, and applications happening on the
internet, defining what the loT means precisely could be
quite difficult as it encompasses a whole lot of events where
anything can connect with virtually everything and interact
in an intelligent manner. According to [10], the loT is a
system of interconnected objects, people and data
collectively referred to as ‘Things’. These Things have the
capability to combine with intelligent software and hardware
services to enable them process and react to information of
the physical and the virtual world. In [11], “IoT is
theoretically defined as a dynamic information system with
self-configuring capabilities based on standard and
interoperable communication protocols where physical and
virtual ‘Things’ have identities, physical attributes and
virtual traits. These physical and virtual Things use
intelligent interfaces and are seamlessly combined into the
information system”. From the stated definitions, one could
deduce that the use cases of the 10T will be endless, and
many would agree that the birth of the 10T has provided and
will continue to provide a platform for the development of
new scientific and technological capabilities. While the 10T
has been coined and presented differently by various
individuals and professional organisations, a widely
accepted view is that the technology will not cease to
expand as more things gets connected to the internet,
presenting a huge potential for the invention of new
applications in almost every domain that one can think of.

In terms of real-world application, many loT-based
solutions have been developed to improve quality of life and
to create operational efficiencies in various industries. Some
of these applications have grown at an unprecedented pace
due to consumerisation effect in the science and technology
space while others are thriving rapidly and becoming solidly
entrenched in every society. In healthcare for example, loT
has made it possible to develop new tools ladened with
latest technologies that enable the remote monitoring of
patients. This helps medical practitioners to deliver
healthcare and keep patients safe and healthy. Similarly,
many ultra-modern 10T tools now allow patients to spend
more time interacting with their doctors via the hospital’s
IoT ecosystem. As a result, relevant information about
patient activities can be monitored, collated, and analysed.
This in-turn helps to provides vital information that can
assist health professionals to respond to patients’ needs
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quickly and accurately in a manner that save lives faster
than the average time. Whether it is the installation of a
fitness sensor to monitor a patient heartbeat, or by using
surgical robots to perform a series of medical operations,
0T is revolutionising the field of healthcare; making it
possible to provide state-of-the-heart solutions for both the
patient and healthcare professionals [12].

Within the transportation industry, loT platform has made
it possible for smart traffic lights and cameras to monitor the
streets for traffic congestion, accidents, and weather
conditions. In this context, the true potential of big data is
uncovered as these smart devices and machines enable data
in an loT environment to be monitored, gathered, and
subsequently relayed to the transportation management
authorities to apply analytics and make intelligent decisions
for improved passenger experiences, safety, and efficiency
[13].

The 10T has also been useful in the financial services and
e-commerce sectors. With rapid digital transformation and
growth of mobile technology taking place in these industries,
an increase in the use of personal smart devices to access
financial institution and e-commerce products and services
has helped the industries to generate data that can provide
deep insights to consumers behaviour. For example, an 10T-
enabled banking application can be used to easily assess a
potential customer’s expenditure and income to determine
their suitability for credit facilities. Also, loT-based fraud
prevention systems implemented in payment devices, such
as, contactless debit or credit cards, POS terminals, and
ATMs now have smarter authentication features [14].
Illustratively, Apple Inc. and Samsung have incorporated
fingerprint compatible applications on their mobile devices
to eliminate pin entering process when completing an online
transaction, e-commerce giants such as Tencent and Alibaba
Group have already introduced facial recognition payments
systems (nicknamed, ‘pay with your face’ or ‘smile to pay’)
in China [15], and a Spanish bank have already rolled out
facial recognition technology for authentication when
making cash withdrawals at ATMs [16]. Evidently, loT-
based technologies are flourishing, and financial services
and e-commerce businesses are leveraging on its benefits
and capabilities to minimise the security risks that are
prevalent in the sectors.

Arguably, the loT is now everywhere and connected
devices are constantly being integrated into almost every
area of our lives. With the number of events taking place via
the internet, the sources of information will continue to
grow, opening further possibilities to expand the usability
range of the loT. Billions of loT devices are already
connected, with 55.7 billion forecasted to be connected by
2025 [17]. While there are several but differing projections
as to the number of connected 10T devices expected to be in
the market soon, it is undisputed that there will continue to
be a massive shift towards more internet-enabled products.
Few examples of real-world 10T applications have been
highlighted in this paper, however, it is worth clarifying that
the 10T has instigated a flood of many other inventions. If
all the tech-inspired shifts unfolding today were ranked in
terms of their usability range, 10T will remain one of, if not
the only invention that has created a platform for other
inventions to flourish.

Conversely, in as much as the 10T has enormous benefits,
the problems that come with its implementation and usage
cannot be understated. The IoT on its own has in several
instances been associated with major cyber-attacks, often
involving the abuse of vulnerable connected devices (for
example, mobile phones, surveillance cameras etc.) to
facilitate malicious activities. Numerous concerns have been
raised on how to effectively secure billions of devices
connected to the internet. [18] Threat Report notes that 98%
of 10T device traffic is unencrypted, suggesting that a vast
majority of confidential and personal data on the network is
susceptible to all forms of cyber-attacks. Given the
likelihood of the exposure of personal data and information
to attackers, one could argue that people, organisations, and
businesses are wary of the security aspects of loT-enabled
devices and platforms. Even though many businesses have
made efforts to tailor the right security requirements to
every loT deployment, a number of risks seen with loT
solutions especially in recent times suggests that the
centralised 10T model is no longer fully suitable for the
increasing number of 10T devices and applications [19]. To
put this into context, a vast majority of 10T enabled products
relies on centralised network model whereby all devices are
identified, authenticated, and connected through cloud-based
technologies. These cloud technologies have huge
processing and storage capabilities, and any sort of
connectivity between devices will have to exclusively go
through the internet regardless of the distance between them.
While this approach has connected generic computing
devices from time immemorial and will continue to support
the rapid growth of small-medium-large scale 10T networks,
there is a growing concern that it will not be able to respond
to the growing needs of the loT ecosystems overtime,
particularly in security. More so, centralised network design
has a single point of failure i.e. they use a single gateway
whereby a compromise to a single device can allow access
to a whole network. In addition, centralised network models
are known to have limited interoperability when it comes to
data exchange with other centralised infrastructures — they
have limited capability to effectively cater for the
dynamically changing / growing requests for end-to-end
data exchange across various systems, to provide an
ecosystem environment where data interoperability can be
achieved at scale without compromising the security
requisites of an entire network infrastructure.

Time after time, the world has witnessed major incidents
suggesting that the centralised loT network model is
arguably susceptible to security breaches, the Mirai incident
is one of the examples proving this. The victim was the
servers of Dyn, a company that controls a significant part of
the internet’s domain name system infrastructure. The attack
was orchestrated using a software called the Mirai botnet.
The result was a distributed denial of service attack (DDQOS),
in which a network of computers infected with special
malware, were programmed into bombarding a server with
traffic until it collapses under the strain, bringing down
major sites such as the likes of Twitter, the Guardian,
Netflix, Reddit, CNN and many others across Europe and
the USA [20]. Also, in 2018, software flaws in Facebook’s
systems allowed a security breach that exposed the personal
information of nearly 50 million users [21]. Furthermore, in
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2018, an investigation into British Airways data breach
which led to the details of about five hundred thousand
customers to be harvested by attackers revealed that the
access to log-in credentials for an employee of cargo-
handler Swissport were not securely protected, which
ultimately made it less challenging for the hackers to obtain
primary access to the British Airways network [22]. These
are just few examples where a single system breach exposed
the wider network to bigger threats. While it is evident that
the advent of loT has brought about great merits; the
problem of its security remains a key concern.

IV. BLOCKCHAIN —A VIABLE SOLUTION TO THE IOT
SECURITY THREATS?

Blockchain has the potential to remove loT security
concerns in various ways given that it offers a radically
different paradigm for storing and managing information on
the internet. The decentralised nature of blockchain
technology has the capability to negate any sort of central
attack which could lead to the compromise of the entire
network. In a decentralised system, there is no governing
authority or a single person looking after the network, but
instead, a group of nodes maintains the network, making it
decentralised. In a blockchain system, data is stored on
various nodes. Before adding or removing any data on the
network, all participating nodes must approve and verify it —
this approval process helps to eliminate the single point of
failure. Perpetrators of malicious activities would have to
target individual nodes on the network to breach the network
security. Using a blockchain system or network makes it
possible for smart devices to actively participate in the
validation process. This means the network would be able to
guard against any breach or security compromise by
validating predetermined satisfactory behaviour for any
anomalies. The decentralisation feature of blockchain
technology helps to ensure no change is allowed on a
network without a shared agreement from all the network
participants. Once a device on the network is identified as
not behaving correctly or as it should, it can be readily
isolated to prevent it from being used to gain further access
to sensitive information. Unlike centralised systems where
hackers can target and intercept the information sent
between a server and a device, there is no single server or
gateway in decentralised systems, meaning that the
possibility of a man in the middle attack is mitigated.
Nevertheless, with decentralised systems, the shared
participation and transparency enjoyed by all participating
nodes in a validation process may not necessarily be ideal in
every situation or organisation as it advocates an evenly
spread authority during decision making. When decision
making requires all participating nodes approval and
verification, it can get difficult to coordinate the activities
across the nodes; as such, a regular or traditional database
system may be a viable option. Although recent trends in
technology indicates there are strategies (for example,
transacting under multiple blockchain addresses) to avoid
this problem with blockchains, the more information that is
hidden on a blockchain, the heavier the burden to compute,
generate and verify its transactions [23].

In addition to the above, the peer-to-peer architecture of

blockchain removes the need for an intermediary or third-
party authorisation. The distributed peer-to-peer network,
when paired with a common consensus requirement, gives
blockchains a comparatively high degree of resistance to
security breaches. Unlike centralised systems where one
need to trust and rely on the integrity of an intermediary,
even if one node goes down in a peer-to-peer network other
nodes would still be present; thus, making it highly
challenging to take down an entire blockchain network.
Peer-to-peer blockchain framework, nevertheless, raises few
concerns. Instead of a central server (client-server) network
approach as with traditional systems, the distributed ledger
on the blockchain network is maintained by all other users
on the system. This requires a considerable amount of
computational power across each node to ensure a better
outcome. Even though a peer-to-peer network provides an
improved level of security, it significantly decreases
efficiency, and this acts as one of the main barriers of
implementing blockchain in terms of scalability, costs, and
mass adoption [24].

Immutability is another definitive property of blockchain-
based systems which promotes transparency and ensures
that system resources or data cannot be altered or corrupted.
This feature has the potential to incorporate a quick, cost
effective and efficient auditing process, and bring more trust
and integrity to the data shared or stored on the internet. In
blockchain systems, each transaction that is verified and
validated by the participants on a network is timestamped
and embedded into a ‘block® of information,
cryptographically secured by a hashing process that
connects to and integrates the hash of the previous block,
joining the chain as the subsequent chronological update.
The hashing process of a new block always incorporates a
set of data from the previous block’s hash output. This
connection in the hashing process makes the chain
incorruptible i.e., it is not feasible to alter or delete data after
it has been verified, validated, and placed in the blockchain.
If attempted, the subsequent blocks in the chain would
repudiate the attempted tampering (as their hashes would
not be valid). In other words, if data is tampered with, the
blockchain will break, and the reason behind it can be
readily identified. This characteristic is not found in
traditional or centralised systems underpinning most loT
setups, where information can be modified, breached, or
deleted with ease [25]. Blockchain as an immutable system
clearly has significant security benefits; however, a problem
it suffers from is that information written on a blockchain
platform cannot be removed. Having an unalterable history
of transactions may seem like the answer to many
contemporary business problems, and it is, in several ways.
But think of what happens when sensitive datais
accidentally published or there are records out there that
need to be erased if no longer needed. Similarly, think of
what happens if an individual living within the European
Union wants to exercise their rights of privacy (in-line with
the General Data Protection Regulation) by requesting that
their information be erased from a system. An immutable
system makes it next to impossible to have such information
removed given that all or majority of a network participant
will have to agree on the terms, which is no small feat.
Immutability and distributed control make blockchain a
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disruptive technology and they are also the source of
blockchain’s greatest strengths; however, depending on the
scenario, they can also present unintended consequences
[26].

Altogether, a critical examination of some key features of
blockchain as highlighted above suggests it is a technology
that can appreciably improve the security aspects of loT
systems, albeit, it has its own drawbacks like every other
emerging invention.  While the prospects of merging
blockchain with 10T for enhanced security sounds like a
match made in heaven, the idea of combining the two
technologies is still maturing and requires careful
consideration, to achieve a viable outcome. Today, trends
within the industry suggest that the adoption of blockchain
solutions by mainstream sectors (such as, financial
institutions, insurance, supply chain, government) is gaining
momentum and the qualities of blockchain technology
makes it one of the most revolutionary tools of the
contemporary era that can complement the security aspect of
0T systems.

V. CONCLUSION

Employing three relevant characteristics of blockchain,
this paper has highlighted that the technology can be
leveraged to enhance the security of the IoT. The security
breaches associated with loT systems makes it clear that
there is a need to incorporate a strategy to mitigate the
related risks. The principal characteristics of blockchain
(such as immutability, decentralisation, peer-to-peer
architecture) is generally believed to offer security
capabilities in a way that makes cyber-attacks technically
difficult to achieve. That said, there are instances where it
may be more viable to adopt a centralised or traditional
system within an loT environment.

Blockchain is often expected to provide answers to all
challenges associated with 10T security. All the same, there
always exists drawbacks alongside the good tidings. No
matter the progressions made in the field of technology, be it
loT, blockchain or any other invention, it is safe to say
technological advancements will never cease to be
consequential either in a positive or negative way. As
alluded to above, it is obvious that the IoT will continue to
instigate many other inventions and will continue to flourish;
nevertheless, associated security vulnerabilities have proven
to be detrimental. Implementing blockchain as a security
solution for the 10T would by no means guarantee a flawless
positive result; however, recent trends have shown that
many mainstream sectors are seemingly enjoying the perks
of such a robust and reliable technology so far. Therefore, it
is essential to find the right approach and strategy that can
adequately manage any downsides it has. Between 2017 and
2018 the demand for blockchain engineers in the United
States grew by 400 per cent, with technology giants such as,
Microsoft, Amazon, IBM and Facebook all recruiting talents
in this space [27]. This symbolises a big shift towards a
wider adoption of the technology within the IT space. One
thing that is undisputed is that blockchain provides
capabilities that were not possible in the past, but whether it
would effectively cater for the security and privacy flaws
tainting the positives that loT has brought in the most

reliable way, only time will tell.
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