
  

  

Abstract—FlexRay is a high fault-tolerant vehicle bus with 

real-time and flexibility. Most of the current research on 

FlexRay security issues focuses on bus topology. However, we 

found that once a hacker successfully invades one of the nodes 

in the bus topology system, he can monitor the communication 

content of other nodes or send false control information to any 

node. This vulnerability of the bus topology increases the risk of 

the system. Aiming at the characteristics of flexible topology 

structure of FlexRay, this paper proposes a network security 

scheme of vehicle FlexRay based on active star topology. This 

article combines key agreement, data encryption, data 

compression, and message authentication. Compared with other 

security protocols, it can reduce the verification steps and 

reduce the calculation time by 45.78% on the basis of ensuring 

the security of nodes. 

 
Index Terms—In-vehicle network, security, FlexRay, 

authentication. 
 

I. INTRODUCTION 

With the development of electronic and communication 

technology, automotive electronic systems face more and 

more network security problems. At present, the research 

work related to vehicle communication network security 

mainly focuses on the CAN (Controller Area Network) 

protocol [1]. While the most widely used protocol for 

building in-vehicle networks remains CAN, many vehicle 

and safety-related critical functions are based on other 

communication protocols. For a long time, due to the lack of 

network security-related content in the communication 

protocol of the vehicle bus network, many network security 

risks have been caused. In July 2015, at the Black Hat 

Security Conference in Las Vegas, Valasek and Miller, 

released the results of their research on remote vehicle attacks. 

In addition, the protection systems of Toyota, Tesla, Audi, 

and other brands have also been breached. Attackers use the 

network security vulnerabilities of vehicles to launch various 

attacks, which not only cause property but also casualties. 

Therefore, more and more people focus their attention on the 

research field of in-vehicle network security. 

The network security research content of vehicle bus is 

mainly based on encryption, message authentication and 

intrusion detection technology to improve vehicle security. In 

order to solve the authentication transmission problem of 

FlexRay message information, Murvay et al. proposes an 

authentication protocol that adapts to the time-triggered 

characteristics of FlexRay communication on the basis of the 
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uncertain transmission characteristics existing in the dynamic 

segment [2]. However, to cope with the time and memory 

requirements, we still need to consider the generation and 

storage of a single key chain. Reference [3] applies Hash 

Message Authentication Code (HMAC) to specific messages, 

providing secure communication between ECUs to prevent 

network attacks and reduce the number of messages 

transmitted over the CAN bus. This method can provide 

message authentication to ensure that the message is not 

leaked. However, they do not consider key management 

during the driving of the vehicle. In [4], Wang et al. proposed 

a Vecure key distribution mechanism based on the trust 

degrees of different ECU groups. Vecure has efficient 

computation and key distribution performance, but it relies on 

fixed groups. When one ECU within a group is compromised, 

network security will be greatly affected. In [5], a semi-

centralized dynamic key management framework for in-

vehicle networks was proposed. It combines IBE (Identity-

Based Encryption) and IBBE (Identity-Based Broadcast 

Encryption) to propose a semi-centralized key distribution for 

modern and future in-vehicle networks using identity-based 

cryptography. Decentralized session key generation isolates 

different subnets and solves the vehicle's single point of 

failure. Improves the security and reliability of automotive 

networks while providing temporary access to external 

devices and limiting the ability of non-critical ECUs. 

Reference [6] distributes keys and efficiently manages 

FlexRay communication data by using a reverse hash chain. 

The mechanism selects a dual-channel bus topology to split 

authentication labels on two physically independent channels, 

which not only improves security but also enables the system 

to have a higher degree of fault tolerance. However, the real-

time problem of ECU two-way authentication in resource-

constrained environments is not discussed. 

In this paper, we propose a FlexRay network security 

scheme that integrates key negotiation, data encryption, data 

compression and message authentication. In Section II the 

FlexRay protocol is introduced. Section III presents our main 

contributions. We proceed with an evaluation and discussion 

of the proposed schemes in Section IV. Finally, we conclude 

this work in Section V. 

 

II. THE FLEXRAY PROTOCOL 

FlexRay provides a higher communication rate, more fault-

tolerant and time-triggered communication protocol to meet 
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the ever-increasing volume of in-vehicle communication data. 

The characteristics of FlexRay can be summarized into the 

following points: high reliability, topology flexibility, high 

communication rate and time-triggered communication. 

FlexRay supports dual-channel transmission, the 

transmission rate of each channel can reach up to 10Mbit/s, 

and the dual-channel can reach up to 20Mbit/s [7]. At the 

same time, the FlexRay bus supports a variety of topologies, 

including bus, star and hybrid topologies. Thus, flexibility is 

provided for the configuration of the network. 

The communication of FlexRay is carried out in a cycle, 

and each communication cycle is divided into static segment, 

dynamic segment, symbol window and network idle time as 

shown in Fig. 1. The static segment and the dynamic segment 

occupy most of a communication cycle and are used to send 

application data. In a communication cycle, the static 

segment is a mandatory option, and others can be selectively 

added or deleted according to requirements. In addition, the 

length of each part is designed and fixed during network 

configuration, and cannot be changed after the 

communication is officially started. The static segment 

adopts a strict time division multiple access communication 

method to send time-triggered communication data. This part 

of the data is usually critical or safety-related data in the 

automotive system and needs to be updated frequently [9]. The 

static segment may be divided down into static slots of equal 

length. Likewise, the static slot length is also configured 

offline and fixed. Each static time slot is fixedly allocated to 

a data frame according to the network schedule, and the time 

slot number is correspondingly equal to the data frame ID. 

The dynamic segment uses FTDMA technology to achieve 

event triggering, and is usually used to send data that is not 

real-time or whose update frequency is extremely low 

compared to the communication cycle [8]. Therefore, the 

design of dynamic segments not only enhances the flexibility 

of network scheduling, but also enables more efficient use of 

bandwidth. 

According to the analysis of main attack methods of 

FlexRay proposed at present, the network attack methods 

faced by FlexRay are mainly divided into the following three 

types. Repeatedly sending high-priority packets, the message 

that needs to be transmitted cannot be sent normally because 

the bus is occupied. To interfere with normal driving, the 

hacker sends the sent message again by monitoring the bus. 

Since this kind of attack is a purposeless attack, there is no 

major threat. The most dangerous is sending specific packets 

for targeted attacks. The attacker first obtains the packets 

corresponding to the operating system, and attacks the vehicle 

with specific functions at the characteristic moment. Connect 

the monitoring device to the FlexRay bus network through 

the physical layer to observe the previous communication of 

each node. While controlling the vehicle, find the 

corresponding relationship between the message and the 

control from the monitoring equipment. Then, use the OBD-

II port, physical layer, etc. to access the ECU and the remote 

communication module to send data to the FlexRay bus to 

interfere with normal driving.  

 

 
Fig. 1. Structure of a FlexRay communication cycle. 

 

III.  SECURING IN-VEHICLE FLEXRAY NETWORKS 

A. Dual-Channel Cascaded Star Topology Network 

Structure Design  

At present, the research on FlexRay bus focuses on the bus 

topology. However, when attacked by a node, FlexRay with 

a bus topology cannot directly determine the source of the 

attack and shield it accordingly. In order to eliminate the 

problem of different propagation delays caused by the bus 

topology, the active star topology is a good choice. The star 

source is no longer a connection point, but an electronic 

device that forwards data and, if necessary, cuts off a failed 

node. Therefore, it can also be understood as a topology with 

a central gateway. Under this structure, the robustness of the 

network is enhanced, and the propagation distance of the 

signal can also be extended.  

As shown in Fig. 2, active stars can be cascaded in the 

system at speeds of 2.5Mbits/s and 5Mbit/s. This means that 

two active stars communicate with each other through a 

point-to-point connection. Its main advantages are as follows: 

1) Assuming that hackers cannot control multiple star sources 

at the same time, the star source can immediately identify the 

source and cut off the malicious node after discovering the 

malicious node. 2) The star sourses of the same channel can 

check each other, which provides possible space for the 

application of fault-tolerant algorithms. 3) Each branch uses 

a separate interface to transmit data, and the physical 

characteristics of the channel are more obvious. In the active 

star topology, point-to-point communication is used between 

nodes. Since the channels are isolated from each other, it is 

easier to solve the problem of identifying the source of 

anomalies than the bus topology. Take corresponding 

remedial measures such as the star center can send reset or 

restart instructions to abnormal nodes. 

The internal structure of the star source equipment is 

shown in Fig. 3. The chosen topology should stay within the 

decoder's asymmetric delay acceptance. The "Single-Branch" 

modules should contain a transmitter, a receiver, and a bus 

fault detector to act as the wake-up detector they use to detect 

wake-up things. The "Central_Logic" unit can connect the 

functions of other modules to make the whole system work 

successfully. But it is not specified separately in the protocol, 

so the "Central_Logic" unit requires additional security 

measures (design dedicated chips or modules to accelerate 

more complex security algorithms). Since the agreement 

stipulates a maximum of four-star sources, the cost will not 

increase exponentially. We can minimize the cost of 

additional hardware while maintaining security performance.  
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Fig. 2. Double cascaded star network topology. 

 

 
Fig. 3. Star source structure equipment diagram. 

 

Based on the vehicle-by-wire system model and the 

characteristics of the FlexRay protocol, this paper gives the 

following settings when designing the security architecture 

based on the dual-channel cascaded star topology:  

1) There are four star sources in the network that are 

responsible for authenticating other nodes and issuing 

communication keys. 

2) The key negotiation is performed in the remaining mini-

slots after the data is sent in the dynamic segment. 

3) When the car is started, star sources and each node 

generate the public and private keys of the ECDH 

algorithm, and update the generated random numbers. 

4) Each communication time slot of a node corresponds to 

a local communication counter, which is used to manage 

and synchronize the number of data sent and received 

by the node in this time slot. 

5) Star sources has stronger computing power and storage 

capacity than other affiliated nodes. 

B. Key Agreement Design Based on ECDH-SHA3 

Algorithm 

If a fixed key is used for communication within the vehicle, 

an attacker who obtains the key for the corresponding vehicle 

can easily compromise the car. Therefore, we use ECDH 

algorithm and SHA-3 algorithm for key initialization every 

time the vehicle starts. Furthermore, the real-time nature of 

computing resources and algorithms in automotive embedded 

microprocessors has always been a sensitive topic. Even the 

extra computation time for network security exceeding 2ms 

will affect the real-time performance of the system. However, 

additional computation time for initial session key 

distribution within 300ms is acceptable for security during 

the car ignition start-up phase. 

The initial key distribution module is activated every time 

the car ignition starts. ECDH algorithm is used by star sources 

to negotiate the initial key with connected star sources and 

nodes during the vehicle ignition start-up phase. SHA-3 

algorithm is used to verify the authenticity of the key 

agreement data, which can effectively improve the problem 

that the original ECDH algorithm is insufficient in fighting 

against man-in-the-middle attacks [9], [10]. As shown in Fig. 

4,  Node1  and Node3  communicate via two uncascaded 

star sources  𝑆1𝐴S1A and 𝑆2𝐴. The specific steps of the initial 

key agreement process are as follows: 

1) 𝑆1𝐴 , 𝑆2𝐴 . and 𝑁𝑜𝑑𝑒1  generate random numbers 𝑅1𝐴
1 , 𝑅2𝐴

1 ,  

𝑅1
1𝐴  and R1

2A
 with a random number generator. R1A

1
 and 

𝑅2𝐴
1  respectively represent the private keys corresponding to  

𝑆1𝐴 , 𝑆2𝐴 .and 𝑁𝑜𝑑𝑒1Node1  to calculate the shared key. 

Similarly, R1
1A

 and R1
2A

 respectively represent the private 

key corresponding to the shared key calculated by Node1,  

𝑆1𝐴 and 𝑆2𝐴. 

2) Star sources and nodes first choose their ellipse common 

values: Ep (a, b) defines the elliptic curve in the Fp domain 

and the base point G of the shared curve parameters that have 

been calculated and stored. Then, Use Equation (1), take  𝑆1𝐴 

and 𝑁𝑜𝑑𝑒1  as example ： Pub1A
1 = R1A

1 × G1
1APub1A

1
=

R1A
1 ×G1

1A
 indicates the public key that  𝑆1𝐴 wants to send 

to 𝑁𝑜𝑑𝑒1  through the channel; 𝑃𝑢𝑏1
1𝐴 = 𝑅1

1𝐴 × 𝐺1
1𝐴  

Pub1
1A = R1

1A × G1
1A

indicates the public key that 

𝑁𝑜𝑑𝑒1wants to send to S1A. 

 
                                 𝑃𝑢𝑏 = 𝑅 × 𝐺 (1) 

3) As shown in equation (2), 𝑆1𝐴 and 𝑆2𝐴. use HMAC-SHA3 to 

calculate MAC and append to Pub1A
1

 and Pub2A
1

 can get 

key negociation data Ika1A
1

 and Ika2A
1

 (send to Node1). 

Similarly, the key negotiation data Ika1
1A

 and Ika1
2A

  sent 

by Node1 to 𝑆1𝐴 and S2A 𝑆2𝐴. can be obtained.  

                                          𝐼𝑘𝑎 = 𝑃𝑢𝑏||𝐻𝑀𝐴𝐶(𝑃𝑢𝑏)     (2) 
4) The receiver first uses the HMAC-SHA3 algorithm to verify 

the legitimacy of the key agreement data to prevent man-in-

the-middle attacks. If the verification is passed, go to the next 

step to calculate the initial session key. 

5) The receiver calculates the initial session key 𝐼𝑠𝑘 by equation 

(3). 

 
                                   𝐼𝑠𝑘 = 𝑃𝑢𝑏 × 𝐼𝑘𝑎 (3) 

 Take the initial session key between 𝑁𝑜𝑑𝑒1  and  𝑆1𝐴 , 

𝐼𝑠𝑘1
1𝐴 = (𝑃𝑢𝑏1𝐴

1 × 𝑅1
1𝐴) = (𝑃𝑢𝑏1

1𝐴 × 𝑅1𝐴
1 ) = 𝐼𝑠𝑘1𝐴

1 , initial 

session key negotiation succeeded. Through the above-

mentioned ECDH-SHA3 key agreement process, the dual 

transmission and reception can ensure that the initial session 

key can be negotiated securely when the attacker obtains the 

key agreement data. In addition, the introduction of HMAC-

SHA3 message authentication algorithm can also prevent 

man-in-the-middle attacks and further ensure the authenticity 

of the initial session key. 

In the above initial session key distribution, we perform a 

key initialization during the car startup phase. During the 

real-time operation of the car, the key agreement algorithm is 

used to continuously update the key, which can not only 

improve the security of the message, but also improve the 

ability of the system to resist replay attacks. 
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Considering that during the communication process, the 

additional transmission of negotiated key data will increase 

the load of the bus and reduce the real-time performance of 

communication. Too frequent and rapid update of session 

keys will also increase the burden of computing resources, 

which is not conducive to the system's decision-making 

response speed and the ability to expand to new applications. 

To sum up, we propose a real-time key agreement process 

based on the remaining time slots of the dynamic segment, 

that is, the data used for key negotiation is transmitted in the 

remaining time slots of the dynamic segment. In the dynamic 

segment, if there are two or more data frames requesting to 

send at the same time, the arbitration will be based on the size 

of the dynamic ID (Dynamic ID) of the data frame who will 

send it first. Therefore, using this feature we can set the 

dynamic ID used for the key agreement message (mk) to be 

larger than the original message used for control (m).  

 
Fig. 4. Dynamic segment key agreement arrangement. 

 

The specific arrangement of dynamic segment key 

negotiation is shown in Fig. 4. The benefits of this design are 

as follows: The bandwidth utilization of  FlexRay can be 

maximized by sending key agreement data using passband 

segments that are otherwise not fully utilized. Normal data is 

always sent prior to key agreement data, which can minimize 

the impact of additional key negotiation data on the real-time 

communication of dynamic message frames. The session key 

is always calculated after the session key agreement data is 

received, so as not to consume a lot of computing resources 

by negotiating the key too frequently. Besides, the calculation 

process of the session key agreement in the communication 

process is the same as the calculation process of the initial 

session key agreement. 

C. Data Encryption and Authentication 

Encryption of data is crucial to address the security 

vulnerabilities faced by vehicle nodes in normal driving. In-

vehicle bus communication requires security and real-time. 

In order to further ensure the real-time nature of the 

communication data, the symmetric encryption algorithm 

AES-128 is selected to encrypt the data transmitted in the 

FlexRay network environment. After the vehicle is started, 

the legal nodes in the FlexRay network have passed the 

identity authentication and obtained the session key required 

in the communication phase. By applying the idea of the 

ICANDR algorithm in the Reference [11], the data 

transmitted in the FlexRay bus environment is compressed to 

improve the bus utilization. The basic idea of this data 

compression method is to send only the variation of the data, 

not the complete value of the data. 

 

 
Fig. 5. Transceiver node data compression. 

 

At the sending and receiving ends of the communication, 

for each signal, a buffer is maintained, which stores the 

complete signal value of the signal in the previous cycle. 

When a certain communication cycle is at the sending end 

and the data of a certain signal is ready to be sent, the 

complete value of the current cycle of the signal is XORed 

with the complete value of the previous cycle, and the result 

is used as a variation, that is, compressed data, and sent to 

Receiving end. At the receiving end, since it also holds the 

complete signal value of the previous cycle of the signal, the 

original signal value can be obtained by XORing it with the 

received data. The specific operation is shown in Fig. 5, 

where DataL, DataC and DataD respectively represent the 

complete value of the previous cycle of the signal, the 

complete value of the current cycle and the change amount of 

the signal value. Finally, after the node and session keys are 

authenticated, the compressed data is encrypted using the 

AES algorithm. The specific encryption process is as follows:  

Step 1 The sending node 𝑁𝑜𝑑𝑒𝑖  uses the ICANDR 

algorithm to compress the data to obtain MC. 

Step 2  𝑁𝑜𝑑𝑒𝑖  use AES algorithm to encrypt the 

compressed data MC to get ciphertext C. In equation (4), 

CTRi,j is the local counter of 𝑁𝑜𝑑𝑒𝑖 at slot j. 

        𝐶 = 𝐹(𝐶𝑇𝑅𝑖,𝑗 , 𝐼𝑠𝑘) ⊕𝑀𝐶C = F(CTRi,j, Isk)⊕MC                  

(4) 

Step 3 MAC operation is performed on C, R, IDi, and Isk 

of the sending node to generate a message verification code 

Ms. 

    Ms = MAC(C, Ri, IDi, Isk)               (5) 

Step 4 The sending node 𝑁𝑜𝑑𝑒𝑖  appends the message 

verification code Ms to the ciphertext C, sends it to the 

receiving node Nodej, and calculates Ms'. 

    Ms' = MAC(C, Rj, IDi, lsk)               (6) 

Step 5  Determine the following equation: 

                  Ms
' = Ms                                (7) 

If equation (7) holds, the communication is successful, 

otherwise the message may be leaked, terminating the 

communication. 
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IV. PERFORMANCE ANALYSIS 

In this paper, Diffie Hellman key exchange algorithm, 

RSA algorithm and Elliptic Curve Diffie Hellman (EC-DH) 

algorithm are implemented in hardware. Table I summarizes 

the time delay comparison of the following key negociation 

algorithms in 100 communication cycles. The ECDH 

algorithm has the advantages of low power consumption, 

light weight and robustness. After comparing the 

performance parameters, this paper considers using the 

ECDH algorithm in the key agreement part. 
 

TABLE I: TIME DELAY COMPARISON OF VARIOUS ALGORITHMS 

Delay Time(ms) Diffi-Hellman RSA ECDH 

Software(runtime) 6.7 8.0 5.9 

Critical path delay 48.9 89.9 23.2 

Latency 49.8 91.0 21.8 

 

To further verify the feasibility and effectiveness of the in-

vehicle FlexRay bus security scheme proposed in this paper, 

we use a bus development environment CANoe simulation 

verification from Vector Company in Germany. Since 

algorithms such as data encryption and message 

authentication consume a lot of computational resources, and 

data is sent every cycle to execute security algorithms. This 

will occupy the processor too much and cause the normal 

tasks of the ECU to fail to run normally [12]. The occupied time 

increases linearly with the increase of the amount of data to 

be processed. Therefore, the amount of data to be processed 

needs to be reduced by means of compression. The number 

of messages with IDs 4 and 63 used in this study is 96,000 

data (96,000 communication cycles) and 12,000, respectively. 

The length of the message with ID 4 before compression is 

20 bytes, and the message with ID 63 is 6 bytes. When using 

the AES-128 algorithm, the required encryption times are two 

and one respectively. Fig. 6 shows the data sending of formal 

communication on the analog bus in the CANoe environment. 

The data comparison of ID4 in the ninth cycle and the eighth 

cycle is shown in Fig. 7: when the content of the 

corresponding byte changes, that is, the XOR value is not 0, 

the indicator bit is set to "1". "HEX" is the hexadecimal 

representation of the indicator bits. Due to the FlexRay 

protocol, the amount of data actually sent will not be reduced, 

and most of the data sent is "0". Although this part of data is 

sent, it does not carry any information. After using the 

compression method, the length of the compressed data of 

ID4 is all less than 10 bytes, and there are 10999 data lengths 

of 0 bytes. Most of the data in ID48 are 0 bytes. 

For a data frame, the total processor time occupied by each 

safe operation on it can be calculated by Equation (8): 

                  𝐷𝐼𝐷𝑖 = 𝐷𝐸𝑛 × 𝑇𝐸𝑛 + 𝐷𝐸𝐶𝐷𝐻 + 𝐷𝑀𝐴𝐶             (8)  

𝐷𝐼𝐷𝑖 is the total time occupied by the processor for the IDi 

security operation, and 𝐷𝐸𝑛  is the time required for 

encryption. 𝑇𝐸𝑛  is the number of times required for 

encryption, 𝐷𝐸𝐶𝐷𝐻  is the time required for key negotiation, 

and 𝐷𝑀𝐴𝐶  is the time required to calculate the message 

authentication code.  According to the hardware actual 

measurement time of each security algorithm, the total time 

required by the processor for security operations of ID4 and 

ID48 on the sender and receiver ends is shown in Table II. 
 

TABLE II: SAFE OPERATION CONSUMES PROCESSOR TIME 

Sender(ms) Receiver(ms) 

ID4 ID48 ID4 ID48 

4.904 4.572 5.936 5.604 

 

In order not to lose generality, this paper continues to 

perform compression tests on 10 data frames sent by different 

ECUs. The length of the data frame in the experiment is 8 

bytes. Since the number of samples of each data frame is 

different, the number of samples of different lengths after 

compression of each data frame is counted, and the value of 

this number is used as a quotient with the total number of 

samples of the data frame, and the result is shown in the form 

of a percentage as shown in Fig. 8 shown. In terms of data 

encryption after compression, the average occupied time and 

sum decreased by 45.78%, and the occupied time of all 

security operations at the sending and receiving ends 

decreased by 5.35% and 4.30% respectively. 

 

 
Fig. 6. Bus data transmission after applying the security protocol. 

 

 
Fig. 7. Data Compression Comparison of ID4. 

 

 
Fig. 8. Distribution of Multiple ECU Data Frames after Compression. 

 

For the convenience of observation, we choose to intercept 

the first 4 bytes of the calculated message verification code 

and fill it with valid data communicated in the FlexRay bus 

network as a valid message verification code. If the attacker 

wants to tamper with the data to carry out a forgery attack, he 

can only select the message authentication code by brute 

force cracking (that is, select one of the 232 message 

authentication codes). However, the communication cycle of 

the FlexRay bus is limited, and it takes too long to test the 

selected message authentication codes one by one, and the 

attack is very difficult. 

It is assumed that the attacker can monitor the information 

through the external device. In this paper, the message 

authentication code is obtained by calculating the message 
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and the communication counter together through the HMAC-

SHA1 algorithm. Since the sending and receiving nodes share 

a communication counter, the message verification codes 

calculated by different sending times or data are different. As 

shown in Table III, for the convenience of observation, the 

first 8 bytes of some messages in the experiment and the first 

4 bytes of their message authentication codes are given. 

Among them, the data with sequence numbers 1 to 6 are legal 

frames sent by E0 and E1 nodes. The 7th data show the 

message packets sent by the attacking node E2 in the replay 

attack. The receiving node can successfully detect the replay 

attack when it receives the replay frame to ensure the 

authenticity of the data. The 8th and 9th data are forged data 

frames when the attacking node E2 tampered with the data to 

conduct a forgery attack. From the information in the table, 

we can see that we can successfully detect the forgery attack 

to ensure the authenticity of the data. 

 

 
TABLE III: THE DETECTION RESULTS OF THE BUS 

 Sender 
Time 

Slot 
Data (8 Bytes) 

MAC 

(4 Bytes) 
Legal 

1 E0 7 67 22 … 00 08 03 c5 bf 3e 67 c5 Yes 

2 E0 9 67 4c … 11 10 00 c5 2c 74 c7 cf Yes 

3 E0 1 0x 87 … 09 00 0c c5 1b 24 9c 3a Yes 

4 E1 5 0x 11 … 1d 00 09 c5 b7 f0 47 99 Yes 

5 E1 6 0x 44 … 0c 0d 0e c5 2e 56 25 13 Yes 

6 E1 44 67 09 … 03 00 07 c5 a9 4f 65 c7 Yes 

7 E2 41 0x 11 … 1d 00 09 c5 b7 f0 45 08 No 

8 E2 3 0x 22 … 12 00 11 c5 37 4e 4e 54 No 

9 E2 4 67 08 … 20 08 04 c5 22 a4 45 18 No 

V. CONCLUSION 

Aiming at the network security of FlexRay bus, this paper 

innovatively proposes a security solution for vehicle FlexRay 

bus based on active star topology. Compared with the 

traditional bus topology, the active star topology used in this 

paper can detect anomalies in time and find the source. 

Aiming at the security defects of the FlexRay bus network, a 

secure communication protocol that integrates data 

encryption, message authentication and key agreement 

strategies is proposed to resist message retransmission and 

forgery attacks by external malicious nodes on the bus 

network. To solve the problem that the operation time of the 

security algorithm in the main processor increases linearly 

with the increase of the amount of data, the idea of 

compressing data using ICANDR is used to process the data 

frame of FlexRay. This reduces the amount of data that the 

safety algorithms need to process and leaves enough time for 

the ECU main processor to complete other functional tasks. 

Finally, the proposed security scheme is proved to be feasible 

through vehicle ECU and CANoe bus simulation software. 

On the basis of ensuring security, this scheme reduces the 

average occupied time of the encryption algorithm to 45.78%. 

And reduce the average occupied time of all security 

operations at both ends by 5.35% and 4.30% respectively. 

Finally, this paper takes advantage of the flexible structure of 

the star topology, which improves the security of the bus. 
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