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Abstract—Reversible data hiding is a technique that extracts 

secret data exactly and recovers the cover image completely. 

Many reversible data hiding schemes have been proposed in the 

literature for various goals. However, many drawbacks are 

discovered in these schemes, which are low visual quality, 

limited embedding capacity and a large size of the location map. 

In this paper, we propose a new reversible data hiding scheme 

using pixel order exchange to enhance the embedding capacity 

and the visual quality of the stego image. In addition, the size of 

the location map in our proposed scheme is very small. In the 

proposed scheme, the cover image is processed first. Then, the 

order of pixels in a pair is exchanged to embed secret data, 

while guaranteeing only a small distortion of the stego image. 

Our experimental results indicated that the proposed scheme 

provides larger embedding capacity and better image quality 

than some previous schemes.  

 
Index Terms—Reversible data hiding, pixel order exchange, 

good image quality, high embedding capacity. 

 

I. INTRODUCTION 

Reversible data hiding is a technique that extracts the 

secret data exactly and recovers the original cover image 

completely after the secret data have been completely 

extracted. Many reversible data hiding schemes have been 

proposed in the literature for various goals. Most reversible 

data hiding schemes [1]-[15] can be classified into two types, 

i.e., difference expansion-based (DE-based) schemes [1]-[7] 

and histogram-based schemes [8]-[15]. In DE-based schemes, 

the main idea is to use the difference value of pixels for 

embedding data instead of using the original values of the 

pixels. In 2003, Tian [1] first introduced a DE-based data 

hiding scheme that provided high embedding capacity (EC) 

and ensured low distortion. However, a large location map 

was required in this scheme to obtain reversibility. Then, 

Tian’s scheme was developed by Hu et al. [2] to reduce the 

size of the location map. Hu et al.’s scheme determined the 

directions in which predicted errors shifted according to the 

embedding capacity. Then, they used the corresponding 

formula to embed secret data into the cover image. Recently, 

the DE-based algorithm has been researched extensively and 

developed in various fields [2]-[7]. 

Histogram-based schemes were first introduced by Ni et al. 

[8], and they are another important type of reversible data 

hiding. In Ni et al.’s scheme, the peak point of the image 

histogram was determined and used to embed the secret data. 
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By doing so, each pixel in the cover image was modified by 

one value, at most. As a result, their scheme provided a stego 

image with high visual quality, but the scheme had limited 

embedding capacity. To increase the embedding capacity and 

the visual quality of the stego image, Luo et al. [13] selected 

the median pixel of each block to structure a reference 

sub-image. However, the average embedding capacity of 

their scheme was quite a bit lower than 0.1 bpp for a single 

embedding level, because the reference pixels or reference 

sub-images were not used for embedding data. Many 

reversible, histogram-based data hiding schemes [9]-[12] 

have been proposed to further improve the quality of the 

stego images and the embedding capacity provided by Ni et 

al.’s scheme.  

In this paper, we presented a new type of scheme for 

reversible data hiding. Different from the DE-based and 

histogram-based schemes, the proposed scheme was 

designed based on exchanging the order of the pixels in a pair 

to embed secret data. In the proposed scheme, half of the 

pixels, at most, in the cover image are altered by one value. 

Therefore, the proposed scheme can guarantee good visual 

quality stego images while embedding a large amount of 

secret data. In addition, the location map generated during the 

embedding process is encoded and embedded into the cover 

image directly to ensure that no extra information is required 

on the receiver side of the proposed scheme. 

 

II. PROPOSED SCHEME 

In this section, we propose a new reversible data hiding 

scheme for digital images. The proposed scheme is divided 

into two phases, i.e., the embedding phase and the extracting 

phase. These phases are discussed in Subsections II.A and 

II.B, respectively.  

A. Embedding Phase 

In this subsection, we describe the details of the 

embedding phase of the proposed scheme. Fig. 1 shows all of 

the main steps of the embedding phase. 

Initially, a cover image I made up of M×N pixels is divided 

into two regions, i.e. an embeddable region and an 

unembeddable region. The embeddable region is partitioned 

into pairs of pixels to carry the secret data, and the least 

significant (LSB) bits of the pixels are in the unembeddable 

region. The unembeddable region is used to contain the 

location map that is generated during the embedding process. 

The details of the algorithm used in the embedding phase are 

as follows: 

Step 1 (Image division): The cover image I is divided into 

two regions, i.e., the embeddable region and the 

un-embeddable region. The un-embeddable region consists 

of two lowest rows of the cover image. The LSBs of pixels in 
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the unembeddable region are emptied and used to record 

information concerning the location map LM. Therefore, the 

LSBs of these pixels in the unembeddable region must be 

extracted and concatenated into secret data B to generate the 

embedded data S. The pixels in the embeddable region are 

partitioned into pairs of pixels, (, ), where  , , and M and N are 

the height and width of the cover image, respectively. 
 

 
Fig. 1.  Flowchart of the embedding phase. 

 

Step 2 (Generating the Location map): To avoid the 

overflow/underflow problem, for the pair of pixels, (,), if , the 

corresponding location LM((j+1)/2) of this pair in the 

location map LM is set to 1, and the value of  is modified to . 

Otherwise, LM((j+1)/2) = 0. Note that, there are only a few 

exception pairs that may causes overflow/underflow, 

meaning that there are only a few values of “1” in the location 

map. In addition, a lossless compression algorithm, i.e., 

JBIG-kit [16], is used to reduce the size of the location map. 

Step 3 (Pre-processing): For each pair of pixels, (,), the 

second pixel  is set as , and the difference value is computed 

as. Then, the histogram of these difference values is 

constructed, where  and. 

Step 4 (Embedding process): Determine the positive peak 

point PK of the histogram. Then, embed the data S into the 

cover image: 

 For the pair of pixels, (,):  

 If,  is shifted to 1, meaning that . 

 If , embed a bit b {0,1} by exchanging the order of the 

two pixels of the pair using Equation (1): 
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 Otherwise, the pair of pixels, (,), are not altered. 

This step is terminated if all bits of S are embedded. Fig. 2 

shows the value of dk during the embedding process. 

Step 5 (Embedding the location map): Since the LSBs of 

the pixels in the unembeddable region are recorded in Step 1, 

replace these LSBs by the compressed location map 

generated in Step 2 to generate the stego image. 

B. Extracting Phase 

When the stego image and the peak value PK are available, 

the receiver performs the extracting algorithm to extract the 

secret data and reconstruct the original cover image. Details 

of the corresponding data extracting algorithm are provided 

below. 

 
Fig. 2. Illustration of the value of dk in the embedding phase. 

 

Step 1 (Extraction of the location map): Extract the LSBs 

of the pixels in the unembeddable region to obtain the 

compressed location map. Then, decompress them to 

reconstruct the original location map LM. 

Step 2 (Data extraction): Scan each pair of pixels (,) in the 

embeddable region of the stego image, where and.  

For the pair of pixels, (,), calculate. 

 If, is shifted to 1, meaning that. 

 If, a secret bit b is extracted from the pair. The secret bit b 

is calculated by Equation (2): 
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Step 3 (Image recovery): The second pixel  of each pair of 

pixels is modified to . The original pixels in the embeddable 

region are reconstructed according to the location map LM. If 

the corresponding location map value LM((j+1)/2) is “1,” the 

pair of pixels in the embeddable region is recovered as (, ). 

Otherwise, the pair of pixels remains unchanged. Finally, to 

obtain the original cover image I, the LSBs of the pixels in 

the unembeddable region are recovered from the embedded 

data S by substituting the LSBs. 

 

III. EXPERIMENTAL RESULTS 

In order to demonstrate the performance of our proposed 

scheme, four common test images were used as the cover 

images, i.e., “Lena,” “Airplane,” “Peppers,” and “Tiffany.” 

These images are shown in Fig. 3. Secret data B comprised a 

random bit stream, and the bit stream was generated by a 

pseudo random generator. In our experiments, MATLAB 

R2010a was used to program the proposed scheme and the 

other four previous schemes. 

In the proposed scheme, only one pixel in each pair of 

pixels will be modified by one value during the data 

embedding process, and the other pixels remain unchanged. 

Therefore, the PSNR of the stego image compared with the 

original version is at least: 
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         (3) 

where n is the number of pixels in each pair. 
 

 
Fig. 3. Test images: (a) Lena; (b) Airplane; (c) Peppers; (d) Tiffany. 

 

Fig. 4 shows four stego images after fully embedding 
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capacity and their corresponding PSNRs. Obviously, the 

average value of PSNR is greater than 52 dB, meaning that 

the stego image is imperceptible by the human eye. 
 

 
Fig. 4. Stego images after fully embedding capacity. 

 

Fig. 5 compares the performances of the proposed schemes 

and three previous well-known schemes, i.e., the schemes of 

Tian [1], Ni et al. [8], and Luo et al. [13]. In this experiment, 

we varied capacity from 1,000 bits to 15,000 bits with a step 

size of 1,000 bits. The top curves in Fig. 5 show that the 

proposed scheme and the scheme in [13] had similar behavior. 

In some cases, the results of the scheme in [13] were slightly 

better than that of the proposed scheme. However, it is clear 

that the scheme in [13] is only useful in cases in which low 

embedding capacity is required. When it is necessary to 

embed larger amounts of secret data, the proposed scheme 

achieves better quality of the stego images than three 

previous schemes [1], [8], [13]. 
 

 
Fig. 5. Comparison of the performances of four schemes. 

 

TABLE I: COMPARISON OF PSNR (IN DB) BETWEEN THE PROPOSED SCHEME 

AND FOUR PREVIOUS SCHEMES [1], [2], [8], [13] FOR AN EC OF 10,000 BITS 

Schemes 

Images 

Ni et al. 

[8] 
Tian [1] 

Hu et al. 

[2] 

Luo et al. 

[13] 
Proposed  

Lena 44.19 53.46 56.46 55.05 56.75 

Airplane 51.70 48.09 57.24 55.75 56.82 

Peppers 43.11 47.69 53.36 54.38 55.71 

Tiffany 46.68 48.90 53.57 54.43 55.62 

Average 46.42 49.54 55.16 54.90 56.23 

 

Table I compares the PSNR (in dB) of the proposed scheme 

and four previous schemes [1], [2], [8], [13] for an EC of 

10,000 bits. Table 1 shows that the proposed scheme, on 

average, outperformed Hu et al.’s scheme, Luo et al.’s 

scheme, Tian’s scheme, and Ni et al.’s scheme by 1.07, 1.33, 

6.69, and 9.81 dB for an embedding capacity of 10,000 bits. 

The proposed scheme obtained better PSNRs than the four 

previous schemes because only the second pixel is modified 

by one value for each pair of pixels, and the first pixel 

remains unchanged. This process means that only half of the 

pixels in the image are modified. In contrast, in four other 

previous schemes [1], [2], [8], [13], all of the pixels of the 

image are modified for embedding the secret data. Thus, the 

image is significantly distorted after the secret data are 

embedded. 

 

IV. CONCLUSIONS 

In this paper, we presented a new scheme for reversible 

data hiding. In the proposed scheme, the order of the pixels in 

the pair is exchanged to embed secret data. Therefore, only 

one pixel in the pair is modified by one value during the 

embedding process, which improves the visual quality of the 

stego image. The proposed scheme can provide better visual 

quality after embedding the same EC than the previous 

schemes. In the future, we will focus on research to further 

improve both the visual quality of the stego image and EC.  
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