
Abstract—The Internet of Things, incorporating new device, 

sensor and smartphone technologies can provide amongst 

other things a means for more extensive and more real-time, 

public health data collection. It can enable a far more 

sophisticated understanding of public health and how it 

changes over time than previously possible, and furthermore 

provide a new mechanism for a learning health system. In this 

paper we describe how the Internet of Things supports such a 

learning health system, and also how such a system can help 

contribute to new techniques for the advancement of 

healthcare knowledge. 

 

Index Terms—Internet of things, public health, wireless 

sensor networks. 

 

I. INTRODUCTION 

The growth in the capabilities and uptake of Internet of 

Things-related devices, including biosensors, connected 

meters, and smartphones capable of acting as health sensor 

platforms has the potential to advance health data collection 

and healthcare knowledge creation.  

Much of the research and commercial focus to-date has 

been on smartphones and sensors in their capacity to 

support individual health data capture, monitoring and 

feedback, and the full implications for health data capture to 

advance public health have been less well explored. The 

implications for a learning health system have been even 

less well developed. 

This paper describes how the Internet of Things can be 

utilized to support a Learning Health System (LHS), so as 

to provide new health knowledge and research capabilities 

and which does so whilst still supporting participant 

anonymity and privacy. 

An Internet of Things-enabled LHS has capabilities to 

capture population health data that are significantly more 

extensive and hence the abilities to measure the health of 

the population and contribute to healthcare knowledge are 

greater.  

The Internet of Things-enabled LHS helps contribute to a 

new paradigm for health and healthcare knowledge 

advancement. The LHS provides a platform to learn from 

data collected from outside of clinical settings. This 

approach also intersects with the concepts of the quantified 

self and the citizen scientist, where the actions of members 

of the community can contribute to knowledge. 

The methodologies and predictive analytics approaches 

supported by an Internet of Things-enabled Learning Health 
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System are extensible to numerous health application areas 

and condition areas. 

 

II. RELATED WORK 

Systems that involve members of the population in 

collecting data for some aggregate purpose have been 

explored in a number of application areas including 

pollution sensing [1] urban noise levels [2], urban traffic 

analysis [3] and vehicle fuel efficiency [4], amongst many 

other applications.  

Our previous work has reported a particular form of 

learning health system, a learning public health system, that 

works by distributing informational public health 

interventions to individual‟s smartphones, measuring the 

effect of the public health interventions and incrementally 

making improvements to the public health interventions and 

thereby making improvements to public health [5]. The 

underlying architecture of that system, based upon Health 

Participatory Sensing Networks (HPSNs) [6], emphasizes 

the protection of privacy. It is the nature of public health 

data, that complete and precise data for every individual is 

not essential, but rather aggregate values across population 

groups and population health trends across time are rather 

the data of interest. It is this characteristic that allows such a 

public health information system to protect against 

identification of individuals and the approach taken also 

resolves the risk of re-identification based on quasi-

identifiers in the form of information known about 

individuals that could potentially be used to match with and 

re-identify the submitted data. The platform‟s anonymity 

preserving characteristics have been analyzed using the 

common construct of k-anonymity [7]. K-anonymity is 

assured for a data set, if any individual is indiscernible from 

k other records based on quasi-identifiers. 

The proposal in [5] is concerned with a learning public 

health system that incrementally makes improvements to 

public health interventions, and is a limited sub-case of 

what is introduced in this paper, a broader form of learning 

health system concerned with a range of capabilities. 

The Patient-Centered Outcomes Research Institute 

(PCORI) supports various patient-centered research 

initiatives to consider the health outcomes of various 

treatments [8]. These are focused on patient outcomes but 

not focused on sensor-derived patient-generated data per se. 

The concept of the e-Patient is also relevant as it is a 

concept indicative of individual patients who are proactive 

in their healthcare and involved in information exchange [9]. 

The characteristics for successful adoption of mHealth have 

also been considered [10]. 

The concept of a Learning Health System as put forward 
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by the US Institute of Medicine has been published [11], but 

there is yet to be work published further considering the role 

of the Internet of Things in achieving such a system and the 

implications for citizen-based contributions to the 

advancement of healthcare knowledge that such systems 

can support. This represents a significant contribution of 

this current work. 

 

III. AN INTERNET OF THINGS-ENABLED LEARNING HEALTH 

SYSTEM  

Via the ever-increasing range of Internet of Things 

devices, individuals will be able to better measure and 

quantify their bodies and health. Where aspects of their 

health change or they change their behavior or lifestyle 

affecting their health for example, this can be recorded 

manually, via consumer-available meters or devices or 

reflected in changes in the data from sensors. In addition, as 

has been previously described in relation to HPSNs [6] this 

can be done in a way that maintains the anonymity of the 

individual. This new form of data capture can increasingly 

have an impact on health care knowledge and how the 

health system can „learn‟. It is also suggestive of new 

methodologies that can contribute to the advancement of 

public health and healthcare knowledge. 

The Internet of Things conceptually includes devices 

worn by or in some other way associated with the 

participant, but also includes devices beyond the participant, 

which could include such things as ambient sensors. 

 

 
Fig. 1. An internet of things-enabled learning health system. 

 

The Internet of Things can support a Learning Health 

System via the following cycle (see Fig. 1): 

 capture of health-related data via IoT 

 aggregation and synthesis 

 hypothesis formation 

 research verification 

 dissemination of new practices 

 continue the cycle 

A. Capture of Health-Related Data via IoT 

There are numerous commercially available sensors for 

capturing basic vital signs information, physical activity and 

movement, other physiological measures and increasingly 

blood constituent information. For example, physical 

activity sensors, sleep pattern sensors or nutrition 

informatics-related sensors can all capture important 

lifestyle factor information pertinent to health and changes 

to these factors. There are also various other manually 

operated, health-related meters and tests available to 

consumers, which may or may not be digitally connected. 

With the ongoing advance of the applicable Internet of 

Things devices, and new types of devices, there will also be 

new data capture capabilities. An example which can draw 

upon multiple types of sensors are emerging approaches to 

automatically capture dietary intake and nutritional intake 

information [12]. This example also illustrates that the 

Internet of Things devices do not need to be only worn or 

physically embedded sensors but can also include ambient, 

environment or other types of sensors or meters. 

Internet of Things capabilities will increasingly provide 

ways to capture more information about health, and lifestyle 

and capture this digitally [13]. It is important to note that it 

is not just information captured automatically, but health-

related information is often captured via tests that 

individuals carry out manually, such as home urine tests, 

blood glucose tests, breathing tests amongst others. 

Where data is captured automatically via sensors this 

contributes to the data being structured and where it is 

captured manually the data can also be structured via 

digitally connected meters or by the approach an individual 

takes to manually record it.  

In this way, far more health-related data than previously 

available can be captured and this capture can be in a 

structured and digital form. 

B. Aggregation and Synthesis 

In this picture of a LHS, there is not a single 

methodology or LHS functionality implied. The key point is 

that there is an ability for individuals via Internet of Things 

devices, to collect healthcare data and submit this in a 

structured form for aggregation and analysis. This also 

implies a possible change to the traditional models of health 

knowledge creation [14]. 

Via the anonymizing infrastructure of a HPSN [6], it will 

be possible for various LHS functionalities to be supported 

while maintaining the privacy and anonymity of all 

participants. Supported functionalities could include formal 

research studies where scientists are collecting detailed data 

in a pre-designed way, about the day-to-day health status of 

research study participants. It could include public health 

initiatives where data is collected (anonymously) from a 

large sub-population to measure public health metrics and 

fluctuations. It could include public health systems where 

the effectiveness of public health interventions are studied 

and improved. Or it could include so-called „quantified self‟ 

initiatives where members of the population capture and 

document their health data and experiences to contribute to 

the study of a condition or the understanding of health. 

In each of these cases, the specifics of how the data are 

aggregated and synthesized may vary. 

C. Hypothesis Formation 

The nature of the hypothesis formation differs between 

the different possible functionalities supported by the LHS.  

In the case of a formal research study there are at least 
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two options in relation to hypothesis formation. In an 

approach that follows more directly from the emerging 

capabilities of an Internet of Things-enabled LHS, the 

results of the aggregation and synthesis of collected device 

data could suggest possibly hypotheses for scientists to then 

further investigate. 

Alternatively, for a formal research study of a more 

traditional nature, the first step in the LHS cycle in this case 

might be the hypothesis formation stage of the cycle. As per 

traditional scientific methods, in this case the initial 

hypothesis might derive from clinical observations, study of 

the literature, preliminary experiments or via other means. 

In the case of a public health functionality, the 

hypotheses might derive from an analysis of the aggregated 

device data collected from the Internet of Things. For 

example, particular demographic groups, or those from 

particular geographical regions could be suggestive of 

where public health challenges exist or what might be the 

causes of these. It should be noted that due to the greater 

data-capture capabilities of the Internet of Things, there is 

potential for these initial public health insights and 

hypotheses to be new or more sophisticated than has 

occurred traditionally within public health. For example, the 

ability of the Internet of Things to capture more information 

(anonymously) in relation to lifestyle practices, could allow 

for new insights into lifestyle effects on health, in particular 

in relation to the so-called „lifestyle diseases‟. 

In the case of less traditional quantified self approaches 

the precise methodologies that may occur are still evolving. 

While quantified self cases are sometimes referred to as 

experiments where n=1, there is nevertheless potential and 

promise within the quantified self approach to aggregate the 

experiences and data drving from many individuals to gain 

broader insights. The quantified self also supports the 

concept that the hypotheses are not broad cross-population 

ones. Rather one of the promises of the quantified self is for 

it to be an enabler of the personalized medicine or precision 

medicine goal, with the findings potentially being 

personalized and having implications for just one individual 

or a small group of individuals. 

In this case, the hypothesis formation stage may involve 

an individual deriving an hypothesis pertinent to their own 

health, or for example third-party researchers, if the data is 

provided to them, deriving a hypothesis just relevant to that 

one person‟s health. 

D. Research Verification  

Again the actions in this stage of the cycle are contingent 

upon the particular Internet of Things-enabled LHS 

functionality that is being considered. 

In the case of a formal research study, this stage would 

involve using traditional research methods such as 

randomized controlled trials (RCTs), bench or wet lab-

based research or other methodologies. In this stage the 

hypotheses derived either form the Internet of Things data 

or from hypotheses derived from other traditional means, 

are tested. 

In the case of hypotheses derived from the Internet of 

Things, this allows the data from the public to just be a new 

source of insight whilst still maintaining traditional research 

methodologies in determining results. 

In the case of a public health intervention-oriented 

system, this step involves study of the public health 

hypotheses derived from the Internet of Things data, or data 

resulting from an implemented public health intervention. 

This stage will involve the use of traditional research 

methods or statistical analysis to determine whether an 

hypothesis is supported. 

In the case of quantified self methodologies, again the 

formalization of the quantified self approach and indeed the 

fully personalized medicine approach are still a work in 

progress. For example where data has been collected by an 

individual about their own health, this stage might involve 

them working to verify if what they have measured is re-

producible. 

E. Dissemination of New Practices 

In this stage the results of the Internet of Things-enabled 

investigation are potentially disseminated to achieve the 

adoption of new practices or use of new discoveries. 

In the case of a formal research study, the new practices 

discovered could be disseminated to clinicians, to patients 

directly via public health campaigns where appropriate or 

even via emerging learning health information systems 

where appropriate [5]. 

In the case of public health functionalities the new 

practices can be disseminated via traditional public health 

campaigns or via emerging smartphone-based informational 

interventions. In general for the public health case, the 

result of the preceding stages will have been the 

development of refined, more effective public health 

interventions. 

In the case of the quantified self functionality, the nature 

of dissemination is still a work in progress. For example, 

where a finding is pertinent to just one individual personally, 

the dissemination would involve that individual being aware 

of this new insight into their health. For the quantified self 

functionality, again it corresponds to a means to further 

develop a personalized medicine approach, and the 

„dissemination‟ may involve each individual learning of 

different findings that are relevant to them personally. That 

is, dissemination might not involve many receiving the 

same input. 

F. Continue the cycle 

The Internet of Things-enabled LHS process is an 

iterative or cyclic one. The cycle described above will now 

continue to occur, so as to iteratively improve healthcare 

knowledge, public health and personalized medicine. 

 

IV. CHARACTERISTICS OF AN INTERNET OF THINGS-

ENABLED LEARNING HEATH SYSTEM 

There are a number of notable characteristics of an 

Internet of Things-enabled LHS: 

Heterogeneity: the implications of the Internet of Things 

applied to a LHS are heterogeneous and multitudinous in 

nature. The new data capture and analysis capabilities will 

affect many health endeavors from research methodologies, 

public health and public health interventions and 

personalized medicine to name just a few.  

Contributing expertise: depending on the LHS 
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functionality being considered, the role of the health 

researcher will be hand-in-hand with the analytics, 

informatics or data science expert. Computational health 

approaches [15] will be increasingly intermingled with 

other methodologies in research, public health and health 

care.  

Latency: the nature of the Internet of Things-enabled 

LHS is such that data from devices, can be collected almost 

instantaneously and immediately. This decreases the latency 

for public health and research purposes.  

Analytics: a combination of human and computationally-

derived insights can inform the various stages of the LHS 

cycle. The structured and digitized data capture will lend 

itself to the application of numerous supervised and 

unsupervised analytics approaches. Where machine 

learning/predictive models are used, there are a plethora of 

such existing models available: support vector machines, k-

means, decision trees, logistic regression, naïve bayes and 

ensemble approaches to name a few [16]. In general the 

data collection will support the building of labeled data sets 

to support supervised learning approaches and will also lend 

itself to unsupervised approaches such as clustering. It 

should also be noted that various Online Analytic 

Processing (OLAP) approaches will be useful tools in 

analyzing the data collected by the LHS in various of its 

functionalities. 

Big data: clearly such an LHS has the potential to be 

considered a big data system with it potentially being able 

to collect very large volumes of data. This implies that 

contemporary big data technologies, that go beyond the 

capacity of more traditional data warehouse systems will be 

applicable. In addition, such an LHS is likely to spur the 

need for further advances beyond the current crop of big 

data technologies. 

Learning: it should be noted that the LHS provides for 

„learning‟ in the broad sense that the iterative and cyclic 

process is not one limited to the application of „automated‟ 

machine learning techniques, but the approach is one to 

involve an intermingling of human and computational 

analysis and work. 

Extensibility: The LHS approach would be quite resilient 

to extension via new sensors, sensor systems [13] or 

consumer-available health measurement devices as they 

would present just an additional data measure. In this way, 

the relationship between the Internet of Things and the LHS 

is a persistent one. As Internet of Things devices improve 

and become available in more types, the fundamental 

learning algorithms may stay unchanged, but new analytics 

and research capabilities will become available due to the 

new data types available, and the greater accuracy of the 

data. 

Actuators: the role of the Internet of Things for a LHS in 

this paper has been considered in terms of data capture and 

aggregation. Fundamentally the Internet of Things is 

conceived to also consist of actuators, able to affect the 

physical world to which it is connected or embedded. Even 

for the case of public health functionalities we have 

considered informational interventions – that is public 

health interventions that just involve the sending of some 

form of information to the end user, which could be textual, 

multimedia or other, with the goal of positively affecting 

their health-related behavior. The addition of the Internet of 

Things to the LHS does present the theoretical possibility of 

other forms of intervention where devices or associated 

actuators are affected. This is not considered within the 

scope of this work. 

Citizen science contributions: the captured or aggregated 

data can also include manual descriptions of health or 

actions as is consistent with both quantified self and citizen 

scientist activities. It is noted that any data would still be 

captured in an anonymized way. The LHS takes on the role 

of being an aggregator of these data and a source to support 

analysis of these aggregated data. 

Crowd sourcing: the nature of the Internet of Things-

enabled LHS is that it can provide a new form of „crowd 

sourcing‟ of health and public health insights, can use the 

new capabilities of the Internet of Things and the various 

analytics tools and algorithms available to strengthen the 

learning capacity, and can also provide for traditional 

research methodologies to study emerging insights. 

This paradigm recognizes that differences in lifestyle, 

health outcomes and various physiological measures can 

provide new insights not available from traditional clinical 

data or traditional research methods. There are a range and 

distribution of behaviors and health outcomes across the 

community naturally and this provides a variation which 

can be input for analysis. Internet of Things devices do have 

the potential to contribute to the capture of regular and 

structured data, helping to support aggregate analysis.  

LHS vs Healthcare: it should also be mentioned that such 

LHSs as described blur the lines between public health 

intervention and “ubiquitous computing”-based telehealth 

techniques [17]. Whereas the telehealth approach could use 

Internet of Things devices in the care of an individual 

patient, the LHS paradigm could involve collecting 

aggregated data and in some cases providing targeted public 

health intervention benefits to a group of individuals. As 

described above, the individual care paradigm and the 

learning health system paradigm are in part reconciled 

where the learnings of the LHS are first deployed as 

guidance to clinicians, who utilize this information within 

the context of individual care.  

Local/ personal architectures: there could be many basis‟ 

for limiting the level of detail of the data flowing to the 

LHS, but this does not preclude the maintenance of far more 

detailed health-related data on the individual‟s local device 

or portable personal health record [18]. More complex 

analysis of this data can also be carried out locally to benefit 

the healthcare of that individual, without transmitting this 

more complete data to the LHS server. This is again 

consistent with the paradigm of the quantified self and the 

citizen scientist, who may wish to privately work on the 

improvement of their health, but where desired by the 

individual, these data can be (anonymously) aggregated as 

inputs to hypothesis formation and for traditional scientific 

research approaches. There is also the possibility of the 

hybrid model where the individual citizen scientist 

investigates their own health based on more detailed data 

they have locally, and can contribute in a structured way 

their findings or conclusions to the LHS to assist in the 

broader population-wide research and improvement of 

health knowledge. 
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V. CONCLUSION 

This paper details how the Internet of Things can be 

utilized to enable a learning health system. This includes 

consideration of how the cyclic approach of the system can 

make contributions to healthcare research and knowledge 

advancement, population health data capture and public 

health intervention and to personalized medicine. The paper 

also discusses how an Internet of Things-enabled learning 

health system can support a more citizen-driven approach to 

health understanding and improvement. 
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