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Abstract—This paper proposes a method for watermarking
gray scale images in spatial domain along with transparent

encryption technique for copyright and authentication purpose.

Both techniques are independent of each other. Data to be
embedded in the image replaces the LSB’s of the image with
the watermark bits. Encryption process is carried out by initial
permutation of watermarked image followed by Hill Cipher
technique. Results mentioned below confirm that the
watermark can be read with complete success from the
encrypted images.

Index Terms—Encryption,
encryption

watermarking, transparent

L INTRODUCTION

Although digital data has many advantages over analog
data, there is always a fear of unrestricted duplication and
dissemination of copyrighted data. Due to the possible
copyright issues, the integrity of the data must be protected.
For copyright protection and authentication of digital data,
two independent techniques are used: Watermarking and
Encryption.

Watermarking is used for embedding invisible or visible
information into images whereas encryption is the process
of encoding messages or information in such a way that
eavesdroppers or hackers cannot read it, only authorized
users can read. There are applications in which both
encryption and watermarking must be done to achieve
authentication as well as to maintain the confidentiality of
the image data. In such cases, however, if encryption and
watermarking processes are not independent of each other,
to authenticate images one will have to decrypt the image
first and then retrieve the added watermark. In other words
just to authenticate the images confidential data must be
disclosed at intermediate nodes through which the data
transmission takes place. Hence the is need of designing an
approach in which both encryption and watermarking can be
done simultaneously and independently in such a way that
encryption does not affect the watermark embedded in the
images. One such approach was developed in [1].
Encrypting watermarked images in transparent way will
help in authentication of images without having to decrypt
the images. Such approaches should make optimum use of
memory, processing time and cost as considered by the
authors in [2] and [3]. Also for encryption to serve the
purpose, the algorithm should be such that it should be
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absolutely reversible as dealt in [4] and [5].

II.  TRANSPARENT ENCRYPTION

Aim is to design watermarking and encryption processes
such that the watermark can be read from the encrypted
image directly, without having the need to decrypt it. Since
the watermarked value is computed without decrypting the
original data, one can prove authenticity without actually
revealing the information.

Digital Watermarking hides the copyright information
which is imperceptible and robust against malicious attacks.
Techniques like superimposing an image over an original
image in the frequency domain by applying Fast Fourier
Transform (FFT) and Discrete Cosine Transform (DCT) can
also be used. However, the main problem with these
algorithms is their implementation with software and
hardware techniques. Also Encryption algorithms like
Arnold Transfer, Cat Map are not compatible due to their
interdependencies with watermarking schemes.

We propose a method for transparent encryption in which
we use LSB Modulation for Watermarking as shown in Fig.
1 wherein we are embedding watermark bits in the least
significant bits of the pixels of the original image. Next
watermarked image is being encrypted using initial
Permutation and Hill Cipher Transposition technique.
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Fig. 1. Watermarking and encryption process

I1I. FEATURES OF THE PROPOSED METHOD

Our method delivers most of the desirable features as low
noise distortions, fair computation speed, imperceptibility
etc. Significant features of the method include the following:

o Imperceptibility -Only the least significant bit of the
selected image pixels is altered to represent the
watermark; hence no major visible modification to the
content takes place during the process of watermarking.

o Effective for images of any size -Works equally well
with small images and any (m X n) asymmetric sized
images.

e Higher computational speed -The watermarking process
is not complex and the computational time consumed
for generation of watermarked copy is low.

e Blind -In blind watermarking methods, extraction of
embedded watermark from the watermarked image do
not require the original image.



International Journal of Future Computer and Communication, Vol. 2, No. 6, December 2013

e Transparency - In encryption method LSB bits are not
used for ciphering, making encryption and
watermarking scheme independent of each other.

1V. WATERMARK EMBEDDING AND ENCRYPTION

PROCESS

The method makes use of the following assumptions.

e If size of original image is (m x n) and that of the
watermark is (¥ x ¢), then m>randn>c.

Channel is noise free, or if noisy, there exists suitable

error correcting codes to detect and correct all the errors.

Possible forms of attack include trying to reveal the
contents of the original image, or that of the watermark.

A. Least-Significant-Bit Modulation

A digital image consists of a matrix of color and intensity
values. In a typical gray scale image, 8 bits/pixel are used.
This technique embeds bits of the message directly into the
least-significant-bit plane of the cover image. The advantage
of LSB embedding is its simplicity and many techniques use
these methods. LSB embedding also allows high perceptual
transparency. However, there are many weaknesses when
robustness, tamper resistance, and other security issues are
considered. Scaling, rotation, cropping, addition of noise, or
lossy compression to the image is very likely to destroy the
message.

B. Watermarking Algorithm

As seen from Fig. 1, to watermark the given image, we
perform least significant bit (LSB) modulation.

Read the watermark image.

If the watermark bit is 0 or 1, the corresponding location
of the original image is made even or odd respectively.

The resultant image obtained is the Watermarked Image.

C. Encryption Procedure

From the Fig. 1 it is clear that the watermarked image is
permuted and the transposed using Hill cipher. A key is
being used during transposition process which we need not
transmit and the resultant image is an encrypted and
watermarked image. As mentioned above in (B), watermark
is inserted into the LSB of original image. Hence the
encryption process proposed is such that it does not alter the
LSB. In the proposed algorithm we are using Hill Cipher.
Since Hill Cipher is more prone to attacks, we first permute
all the bits excluding LSB wusing a predetermined
permutation block.

1) Permutation

Primarily, the LSB is stored in a separate matrix (Isbmat).
Each pixel value of the original image is passed through a
permutation block. This block permutes the bits of each
pixel as per the predetermined order. Then the seven bits are
divided into two blocks of four bits (p1) and three bits (p2)
respectively. Each block is left shifted by one bit (p3, p4)
and concatenated to form a single block (b).

2)  Hill cipher transposition

Permuted image matrix (b) is parsed into block of 4x4 (d).

Each block is successively transposed by transposition
matrix (Key, k) into cipher block (%), where 4 is given as h=
(dxk) mod 256 as by author in [1]. LSB is appended into the
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resultant matrix (%) to give final encrypted image matrix
(a_w_e).

Read Watermark
Encrypted and watermark s
Watermarked | |
image Decrypt and Origirial
teconstrict image ()

Fig. 2.Transparent decryption process

V.  WATERMARK RETRIEVAL AND DECRYPTION

PROCESS

Fig. 2 describes the transparency of our algorithm. The
encrypted and watermarked image can be decrypted to
retrieve the original figure without watermark being affected
or we can retrieve the watermark without decrypting the
original image.

A. Watermark Retrieval

Retrieving the watermark from the processed image
(a_w_e).This is done as follows:

From a w e image as per the logic if the decimal
equivalent is even or odd then the watermark bit is 0 or 1
respectively.

The extracted watermark bits obtained are assembled and
then matched with the original watermark.

B. Decryption process

The LSB of the encrypted and watermarked image
(a_w_e) is removed and stored into a matrix (d_lsbmat).
The matrix (d new) thus obtained is parsed into block of
4x4 (d_d). Each block is successively multiplied by inverse
of transposition matrix (Key, d k), which is obtained by
performing reciprocal modulo on Key k, into a matrix (d_h),
where d h is given as d h= (d_dxd k) mod 256. The
resultant matrix (d_b) consist all the permuted values.

Seven bits of each pixel value is divided into two blocks
of four bits (d_p3) and three bits (d_p4) respectively. Each
block is right shifted by one bit (d pl, d p2) and
concatenated to form a single block (d p). This block is
passed through a permutation block which permutes the bits
as per a predetermined order. Now the LSB (d_Isbmat) is
appended into the matrix to give final decrypted image (d_I).

Fig. 3. (From top clockwise) (a) Original image, (b) Watermark, (c)
Watermarked image, (d) Retrieved watermark, (e) Decrypted image, (f)
encrypted image
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VI SIMULATION RESULTS

The method proposed in this paper when implemented
produced the results shown in Fig. 3. The original image is
shown in Fig. 3 (a) along with watermark image in (b). Fig.
3 (¢) and (d) show watermarked and encrypted images
respectively. Image in Fig. 3 (e) is decrypted image. And
image in (f) is the retrieved watermark from the encrypted
image of Fig. 3 (d) illustrating the transparency of the
encryption process to watermarking. The Peak Signal to
Noise Ratio of the original image and retrieved image is
formulated as in Table I.

TABLE I: THE PEAK SIGNAL TO NOISE RATIO OF THE ORIGINAL IMAGE

Image PSNR
Original 48.0624
Retrieved 48.1308
VIIL. CONCLUSION AND FUTURE WORK

In this paper we have proposed algorithm to authenticate
an encrypted image by retrieving the watermark without
decrypting the image. Thus making the authentication
process independent (transparent) of encryption. In other
words, authentication and encryption process are two
independent entities. This can be applied on biometric
images where authentication is required provided that the
secrecy is maintained.

As a future work one may plan to use stronger
watermarking algorithms LSB modulation is not flexible
and limited to binary images. Study of attacks can be carried
out as Hill Cipher is prone to plaintext attacks and if there is
any error in the Transposition matrix (Key k) or inverse Key,
d _k, then the cipher matrix obtained will deviate from the
expected values. This will be almost impossible to decrypt
due to error being propagated.
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