
  
 

authentication methods that use the vibration function on 
smartphones. Password-based methods are relatively simple 
and are occasionally used as a backup when other methods fail. 
The main research goal in this area is to prevent shoulder 
surfing or video-recording attacks, which can be achieved by 
using vibrations to transmit secret information to users. 
Authentication succeeds when the user correctly incorporates 
the received secret information into the process. However, 
conventional vibration-based methods are slow, and reducing 
the time required would improve usability. We discuss ways of 
achieving this, leading us to propose a new, relatively fast 
authentication method that is nonetheless resistant to multiple-
video-recording attacks. 
 

Index Terms—Password authentication method, multiple-
video-recording attack, vibration. 
 

I. INTRODUCTION 
Internet-based services such as banking, finance, and 

shopping are now commonly used worldwide. These 
systems all require user authentication, and many types of 
authentication methods have been proposed. Here, we focus 
on password-based authentication because it is relatively 
simple method and is occasionally used as a backup when 
other methods fail. The most popular of these methods, 
known as personal identification number-entry (PIN-entry), 
involves four-digit numerical passwords and has been 
adopted for ATM machines worldwide. 

The main problem with password authentication is 
password leakage. Here, we had two main research 
objectives: avoiding shoulder surfing, where criminals look 
over the user’s shoulder during authentication to steal their 
password, and preventing video-recording attacks, where 
the authentication process is video-recorded, possibly more 
than once. These attacks involve analyzing video-recorded 
authentication operations to narrow down the possible 
password candidates. The most challenging aspect of this 
work was developing a defense against multiple-recording 
attacks, in which the user’s authentication process is 
recorded multiple times for analysis. 

For security reasons, many authentication processes use 
challenge-and-response techniques where, during each 
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authentication, the system transmits information (a 
challenge) to the user and the following authentication 
operation (response) varies depending on the information 
received. These steps must be performed secretly to avoid 
leakage. To transmit information securely, haptic or 
auditory information has been used in recent years. 

This article focuses on a password authentication method 
based on the vibration function that all smartphones have. 
Previously, such vibration-based methods have generally 
been slow, but we propose an improved method that is 
relatively fast while still resisting multiple-recording attacks. 

 

II. RELATED WORK 
Many studies have attempted to avoid private information 

leaking through direct observation, via so-called shoulder 
surfing [1], [2]. These involve criminals looking over the 
user’s shoulder while they are entering their password in 
order to steal it. However, although these methods are 
effective against shoulder surfing, they offer no defense 
against attacks where the user’s authentication process is 
video-recorded and analyzed.  

Defending against video-recording attacks is relatively 
straightforward, but when the same user’s authentication 
process is recorded several times, attackers can easily 
narrow down the list of password candidates. A few reports 
[3]-[5] have already discussed this problem. One approach 
is based on a mobile authentication method [3] that requires 
long passwords (more than 12 numeric digits) to prevent 
attacks where the user’s authentication process is recorded 
twice. A later study [5] improved on this approach to 
achieve the same performance with shorter passwords, 
while another proposed authentication method [4] uses 
random selection and ambiguity to defend against video-
recording attacks. However, none of these methods can deal 
with attacks where the user’s authentication process is 
recorded more than twice.  

In recent years, researchers have focused on such attacks, 
where the user’s authentication process is recorded multiple 
times (more than twice). Two main approaches have been 
developed. The first uses vibrations [6]-[9], under the 
assumption that no-one but the user can recognize them, 
while the other uses sound [10], [11], requiring the user to 
wear earphones to prevent leakage. These sound-based 
approaches involve using a spoken message to transmit 
secret information from the system to the user, which is 
then used to implement a challenge-and-response technique. 
However, both of these approaches are rather slow, so a 
more rapid and easy-to-use authentication method is 
required.  

Another issue with sound-based approaches is their 
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dependence on language for the message. For example, [11] 
proposed three different authentication methods, all using 
English labels and letter pronunciations, while [10] used 
Japanese guidance messages. The fact that the messages are 
language-dependent could cause difficulties for individuals 
unfamiliar with the language. To deal with this issue, a 
borderless sound interface has been proposed [12]. 

 

III. CONVENTIONAL VIBRATION-BASED METHODS 

A. Circle Chameleon Cursor(CCC) [8] 
This section gives an overview of the Circle Chameleon 

Cursor (CCC) method, whose interface is shown in Fig. 1. 
The four boxes at the top indicate that two digits have 
already been selected, and the third digit is currently being 
entered. The center circle shows the numeric panel used for 
password entry. Pressing the left and right “rotate” buttons 
rotate the panel clockwise and counter-clockwise, 
respectively, while the “delete input” button is used to 
delete wrong input and the user presses the “enter” button 
when the password digit is placed on the correct place 
indicated by vibrations. 

 

 
Fig. 1. CCC interface. 

 

 
Fig. 2. Indicator movement. 

 
The CCC system indicates each correct place where the 

password should be placed using vibrations. In the CCC, a 
four-digit password is used, and secret information for each 
digit is transmitted securely to the user via vibrations to 
prevent password leakage. In Fig. 2, the currently-indicated 

places are shaded. Before entering each password digit, the 
indicator rotates by one full turn clockwise, and the user’s 
smartphone vibrates when it is over a certain place (the 
place being at digit 8 in this example). The user must then 
rotate the panel until the password digit is in that position 
(by three steps counter-clockwise in this example, if they 
intend to enter the password digit 1) and press the “enter” 
button.  

This approach is resistant to video-recording attacks, 
even if the authentication process is recorded multiple times. 
However, it takes an average of 34 seconds to enter a four-
digit numeric password, which is unacceptably long. 

B. VibraInput [9] 
Next, we discuss another conventional authentication 

method, called VibraInput [9]. This uses four different 
vibration patterns, labeled as A, B, C, and D in Fig. 3. 
Entering each password digit involves making two different 
selections. Fig. 3 shows the process for entering the 
password digit 1, which involves the user rotating the outer 
circle by touch. First, the smartphone makes the first 
vibration pattern, say A. The user responds by rotating the 
outer circle until A is next to 1. Then, the smartphone 
makes the second vibration pattern, say D. Again, the user 
responds by rotating the outer circle until D is next to 1. 
This process is repeated four times to enter a four-digit PIN. 

 

 
Fig. 3. Password entry via VibraInput. 

 
With four different vibration patterns, VibraInput enables 

passwords to be input more rapidly: after evaluating two 
different interfaces, its designers found an average input 
time of 23.8 seconds, with authentication being successful 
96% of the time [9]. VibraInput can resist video-recording 
attacks, but not completely, because the password 
candidates can be narrowed down by analyzing multiple 
recordings. As shown in Fig. 3, the user can rotate the outer 
circle to place D next to 1 in three different ways (two, three, 
or four steps clockwise), but users tend to select the easiest 
option (here, two steps clockwise). So, when they see the 
user move the circle clockwise in this case, the attacker can 
determine that the secret digit is very likely to be 1, 4, 6, or 
8. They can then recalculate these probabilities by analyzing 
subsequent recordings, gradually improving their accuracy. 
A similar method of exploiting human behavior patterns to 
narrow down the number of password candidates is 
discussed in [10]. 
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IV. PRELIMINARY EXPERIMENT 
VibraInput [9] tries to improve authentication by using 

multiple vibration patterns, which does speed up the process 
but weakens its defense against video-recording attacks. We 
therefore discuss another way to improve this approach in 
this section. 

Here, we attempt to improve the CCC method [8]. The 
most time-consuming step is the initial rotation of the 
indicator around all ten numerals. This time could be 
reduced by either moving the indicator more rapidly or 
using two indicators, each only covering five digits.  

The authentication interface used in this experiment is 
shown in Fig. 4 and Fig. 5. Fig. 4 shows two indicators, in 
blue and red, where the red indicator starts at P0 and the 
blue one starts at P5. We use a long continuous vibration for 
the red indicator and two short vibrations for the blue one. 
Each indicator only rotates by half a turn, during which 
either one long vibration or two short vibrations will occur. 
When a long continuous vibration occurs in the situation 
shown in Fig. 4, the password digit should be rotated to P2; 
alternatively, when two short vibrations occur in the 
situation shown in Fig. 4, the password digit should be 
rotated to P7.  

 

 
Fig. 4. Interface with two indicators. 

 

 
Fig. 5. Interface with three indicators. 

 
We also considered using three indicators, adding a black 

indicator that uses three short vibrations, as shown in Fig. 5. 
These experiments also included trials with several different 
indicator rotation rates.  

The experimental results are shown in Tables I and II. 
Here, Table II shows that the authentication speed increases 
with the indicator rotation rate, but the authentication 
success rate also decreases. A rotation rate of more than 4 
sec/round was needed to yield accurate results with one or 
two indicators, but this means the process was still too slow. 

However, faster operation meant the success rate dropped 
below 90%, which is not acceptable in a real system. 

 
TABLE I: AUTHENTICATION SUCCESS RATE 

 
 

TABLE II: OPERATION TIME 

 
 
One issue with this method is that users must 

simultaneously recognize both the vibration pattern and 
indicator position, rapidly processing haptic and visual 
information correctly, which is very difficult for humans to 
do. 

 

V. PROPOSED PVROTATE METHOD 
Building on the results of our preliminary experiments, 

we now describe the proposed Paired Vibration and 
Rotation (PVRotate) authentication method, which avoids 
the need to simultaneously recognize haptic and visual 
information.  

 

 
Fig. 6. Interface of PVRotate (automatic vibration). 

 

 
Fig. 7. Interface of PVRotate (manual vibration). 

 
Fig. 6 shows PVRotate’s interface. It uses four different 

vibration patterns: one long vibration, two short vibrations, 
three short vibrations, and no vibration. The outer circle is 

International Journal of Future Computer and Communication, Vol. 8, No. 2, June 2019

52



divided into four blocks, each of which includes a number 
of white circles that indicates the corresponding vibration 
pattern. In this interface, no vibration is difficult to 
recognize for the users. Thus, no vibration is used only in 
combination with one long vibration, where only one long 
vibration occurs instead of two different types of vibrations.  

The authentication process is as follows. Before each 
digit is input, the system automatically makes two different 
types of vibrations. The user recognizes these vibrations 
(haptic information), and uses them to identify where the 
password digit should be placed (visual information). They 
then rotate the inner number circle using one of the arrow 
buttons until the password digit is in the correct place and 
enter it by pressing the key-hole icon in the center of the 
circle. 

As described above, the two vibrations are produced 
automatically. However, users may wish to customize when 
these vibrations start, so we compared this with another 
approach where the vibrations are not automatic but instead 
the user must press an icon, as shown in Fig. 7. Here, 
touching the red smartphone icon starts the first vibration, 
and touching the blue icon starts the second vibration. We 
also considered whether or not to allow the user to repeat 
the vibrations, resulting in the following four methods.  

Method 1: Both vibrations occur automatically, and only 
happen once. 

Method 2: Both vibrations occur automatically, and can be 
repeated at the user’s request. 

Method 3: Each vibration occurs when the icon is pressed, 
and only happens once. 

Method 4: Each vibration occurs when the icon is pressed, 
and can be repeated at the user’s request. 

VI. EVALUATION 
This section demonstrates the evaluation results of the 

proposed four methods described in the previous section. 
Ten student volunteers evaluated these four methods, each 
in a random order. After a short practice session, each 
student carried out the authentication process four times for 
each method using four-digit passwords. Table III shows 
the results of this evaluation. 

 
TABLE III: EVALUSTION RESULTS 

 
 

TABLE IV: COMPARISON 

 
 

Here, we can see that allowing the vibrations to be repeated 

increased the authentication time. It also increased the 
success rate for Method 4 but, for some reason, reduced the 
success rate of Method 2. Although we expected that 
manual (non-automatic) vibration would reduce the 
authentication time, the reverse was true. However, it did 
improve the success rate. We also found that the time taken 
tended to decrease as the volunteers repeated the same 
method, indicating that they may not have been trained on 
each method for long enough before beginning the 
evaluation.  

Table IV compares our approach with the conventional 
methods (CCC [8] and VibraInput [9]), showing the average 
results presented by the original authors. Here, we see that 
while the proposed method is slightly faster than the other 
methods, its success rate is slightly lower than that of 
VibraInput. However, it is still comparable to VibraInput in 
terms of both authentication time and success rate, and is 
fully resistant to multiple-recording attacks. In contrast, 
VibraInput allows the password candidates to be narrowed 
down by analyzing multiple video recordings of the user. 

VII. CONCLUSIONS 
This study discusses a password authentication method 

using vibrations on smartphones. No conventional method 
satisfies both short operation time and concrete tolerance 
against multiple video-recording attacks. The proposed 
PVRotate requires a reasonably short time for 
authentication operation while maintaining concrete 
tolerance. 

To our knowledge, the proposed method is novel, and it 
satisfies the following aspects: 1) it is a PIN-entry method; 
2) merely four numerical digits of password need to be 
remembered; 3) no additional equipment is needed, but 
vibrations are used to transmit secret information to users 
for each digit of password input; 4) it is tolerant against 
multiple video attacks because a narrow down technique for 
password candidates is yet unknown; and 5) authentication 
operation is fast enough in comparison with other tolerant 
methods using vibrations. 

Although the usability is improved, it is not enough. 
Further improvements are desired. 
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